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Executive Summary

Due to the exhaustion of IP@hternet Protocol version 4ddress space, and the OfficeMd#nagement

and Budget (OMB)mandate that U.S. federal agencies begin to use thgIiefnet Protocol version 6)
protocol, NIST undertook the development of a guide to help educate federal agencies about the possible
security risks duringheir initial IPv6 deployment This document provides guidelines for organizations

to aid in securelgeployng IPv6. Since the majority of organizations will most likely run both IPv6 and
IPv4 on their networks for the foreseeable future, this document speakshextegloymenof IPv6

rather than théransition to IPv6”

Thedeploymenof IPv6 can lead to new challenges and types of threats facing an organization. The goals
of this document are:

< To educate the reader about IPv6 features and the security imptmiseofeatures
< To provide a comprehensive survey of mechanisms that can be useddeplthyenenof IPv6
< To provide a suggested deployment strategy for moving to an IPv6 environment

The migration to IPv6 services is inevitable as the IPv4 addressisdo®st exhausted. IPv6 is not
backwards compatible with IPv4, which means organizations will have to change their network
infrastructure and systemsdeploylPv6. Organizations should begin now to understand the risks of
deploying IPv6, as well astategies to mitigate such risks. Detailed planning will enable an organization
to navigate the process smoothly and securely.

Federal agencies will most likely face security challenges throughodeph@ymengprocess, including:

< An attacker communitthat most likely has more experience and comfort with IPv6 than an
organization in the early stagesdsployment

< Difficulty in detectingunknown or unauthorized IPv6 assets on existing IPv4 production networks
< Added complexity while operating IPv4 and &w parallel
< Lack of IPvématurity in security products when compared to IPv4 capabilities

< Proliferation of transitiordriven IPv6 (or IPv4) tunnels, which complicate defenses at network
boundarie®venif properly authorized, and can completely circuntwéose defenses if unauthorized
(e.g. hostbased tunnels initiated by end users)

Organizations planning thaeploymenbf IPv6 should consider the following during the planning
process:

< IPv6 is a new protocol that is not backward compatible with IPv4
< In most cases IPv4 will still be a component of(lfiformation Technologyinfrastructure.

As such, even after tleeploymenbf IPv6, organizations will require mechanisms for IPv6
and IPv4 ceexistence.

1 OMB Memo M-05-22, Transition Planning for Internet Protocol Version 6 (IPy6)ugust 2005; OMBMemo, Transition
to IPvG September 2010

Since many of the IPvfelated protocols, tools and mechanisms are typicafgyred to agransition mechanismshis
document does use the word transition in that context.

ES1


http://www.whitehouse.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m05-22.pdf
http://www.cio.gov/Documents/Transition-to-IPv6.pdf

GUIDELINES FOR THE SECURE DEPLOYMENT OF IPV6

< IPv6 can be deployed just as securely as IPv4, ajthatshould be expected that
vulnerabilities within the protocol, as well as with implementation errors, will lead to an initial
increase in IPvébased vulnerabilities. As a successor to IPv4, IPv6 does incorporate many of
the lessons learned by the imet Engineering Task Force (IETF) for IPv4.

< |Pv6 has already been deployed and is currently in operation in large networks globally.

To overcome possible obstacles associateddeihoying IPv6, organizations should consider the
following recommendatios:

< Encourage staff to increase their knowledge of IP\& l&vel comparableith their current
understanding of IPv4

< Plan a phased IPv6 deployment utilizeygpropriateransition mechanisms to support
businessneeds dondét depl oy nsmstbanmbeceasargi ti on mechani

< Plan for a long transition period with dual IPv4/IPv6ecastence
Organizations that are not yet deploying IR¥@bally should implement the following recommendations:

< Block all IPv6 traffic, native and tunneled, at the organizatiirgs/all. Both incoming and
outgoing traffic should be blocked.

< Disable all IPvécompatible ports, protocols and services on all software and hardware.

< Begin to acquire familiarity and expertise with IPv6, through laboratory experimentation
and/or limitedpilot deployments.

< Make organizatiomvebservers, located outside of the organizational firewall, accessible via
IPv6 connections. This will enable IPaBily users to access the sepamnd aid the
organization in acquiring familiarity with some aspect#6 deployment.

Organizations that are deploying IPv6 should implement the following recommendations to mitigate IPv6
threats:

< Apply an appropriate mix dadifferent types of IPv6 addressing (privacy addressing, unique
local addressing, sparse allocatiett) to limit access and knowledge of IPatdressed
environments.

< Use automated address management tools to avoid neamnabf IPv6 addresseshichis
prone to error because of their length.

< Develop a granular ICMPv@nternet Control Protocol for i) filtering policy for the
enterprise. Ensure that ICMPv6 messages that are essential to IPv6 operation are allowed, but
others are blocked.

< Use IPse¢Internet Protocol Securityd authenticate and provide confidentiality to assets that
can be tied t@ scalable trust model (an example is access to Human Resources assets by

3 NIST SP 500267, A Profile for IPv6 in the US Governmespecifies the capability to perforselective ICMPV6 filtering
as a mandatory function. However, currently, that capability is not available in all products.
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internal empl oyees that make wuse of an organi
establish trust).

< Identify capabilities and weaknesses of network protection devices Rvarehvironment.

< Enable controls that might not have been used in IPv4 due to a lower threat level during initial
deployment (implementing default deny access control policies, implementing routing
protocol security, etc).

< Pay close attention to the setyspects of transition mechanisms such as tunneling
protocols.

< Ensure thatPv6 routers, packet filters, firewalls, and tunnel endpoints enforce multicast scope
boundaries and make sure thailticast Listener DiscoveryMLD) packets are not
inappropriagly routable.

< Be aware that switching froom@&nvironmenin which NAT (Network Address Translation)
provides IF(Internet Protocolpddresse® unigue global IPv6 addressasuldtrigger a
change in the FISMAFederal Information Sedty Management Actyystem boundaries.

After reviewing this document, the reader should haneaaonablenderstanding of IPv6 and how it

compares to IPvAs well asecurity impacts of IPv6 features and capabilities, and increased knowledge
and awareness about the ran§&P@4 to IPv6 transition mechanisms.
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1. Introduction

1.1 Authority

The National Institute of Standards and Technology (NIST) developed this document in furtherance of its
statutory responsibilities under the Federal Informatiou@igdManagement Act (FISMA) 2002,
Public Law 107347.

NIST is responsible for developing standards and guidelines, including miniequimements, for

providing adequate information security for all agency operations and assets; but rmletdstand

guidelines shall not apply tmational security systems. This guideline is consistent with the requirements

of the Office of Management and Budget (OMB) Circulat 8 0, Secti on 8b(3), MfASecu
I nf ormati on Syst d30sAppendx B/: Aaalysid ofyKeyeSectionSupplemental

information is provided in AL30, Appendix IlI.

This guideline has been prepared for use by Federal agencies. It may be used by nongovernmental
organizations on a voluntary basis and is not subject to copyright, though attribution is desired.

Nothing in this document should be taken to contradict standards and guidelines made mandatory and
binding on Federal agencies by the Secretary of Commerce under statutory authority, nor should these
guidelines be interpreted as altering or supersatim@xisting authorities of the Secretary of Commerce,
Director of the OMB, or any other Federal official.

1.2 Purpose and Scope

The purpose otuidelines for the Secure Deployment of |B/® provide information security guidance

to organizations that ardgmning to deploy IPv6 technologies or are simply seeking a better
understanding of IPv6. The scope of this document encompasses the IPv6 protocol and related protocol
specifications. IPwéelated security considerations are discussed with emphasiployrdentrelated

security concerns. The document also includes general guidance on seculeplBytheniand

integration planning.

1.3 Audience

This document is intended primarily for network engineers and administrators who are responsible for
planning, bilding, and operating IP networks, as well as security engineers and administrators who are
responsible for providing Information Assurance support. Anyone interested in deploying IPv6
technologies and related security implications may also find the dgottuweefullt includes a discussion

of the major features and protocols that constitute IPv6. For each of these, the dessiptigorised of

an introductory section, a more-depth description, and three analytical sectidifferences betweae

the IPv4 and the IPv6 versions, security ramifications and unknown aspects. Managers or users who are
trying to understand IPv6 might want to skip thalapth descriptions but read the other sections
(Introduction, Differences, Securiamificationsand Unknavn Aspects). They should also re@ection

1 (Introduction) andections 6.%6.9 (IPv6 Deployment)lt is assumed that readers are alreadylfami

with basic IPv4, data networking, and network security concepts.

1.4 Document Structure

The remainder of this document is composed of the following sections and appendices:
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< Section 2provides anntroduction tolPv6, including itshistory, features, and comparisons
with IPvA4.

< Section Hdiscussem more detail IPv6 addressing, allocation, packet organization, and
ICMPV6.

< Section 4exanines some of the more advanced features of IPv6 andstwirity
implications includingmultihoming, multicast, Qofuality of Service)Mobile IPv6,
Jumbarams and address selection.

< Section Sprovides anntroduction to some of the advanced security features included in IPv6
includingprivacy addresss;|IPse¢ and secure stateleaddressautoconfiguration and
neighbor discovery.

< Section 6covers the process of securdbgdoying IPv6 and discusses the risks, addressing
security, various transition mechanisms anddéagloymeniprocess.

Appendix Aprovides a list of acronyms and abbreviations used in this document.

Appendix Blists references and other resources related to IPv6.
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2. Introduction to IPv6

Internet Protocol version 6 (IPv6) is a new network layer protdicisl an enhancement to Internet
Protocol version 4 (IPv4), thegiocol in use since thE980s. There are numerous upgrades in IPv6.
Most significantly, in comparison with IPv4, IPv6 has increased its network adiizef®m 32 bits to
128. This providemore tharenoughaddresseto satisfy the global demand fonique IP addresses.

This chapter provides an overview of IPv6 as a foundation for later sections. The section stérés with
earlyhistory of IPv6andthe limitations of IPv4followed by descriptions of theajor features of the

IPv6 specifications This isfollowed byathreat comparison between IPv4 and IRwéconcludes with
motivations for deploying to IPv6

2.1 Early History of IPv6

IPv4 was developed in tH®70s anakarly1980sfor use ingovernment and acaderiommunitiesn the

United Statesofaci | i t ate communi cati on remwakingdemand, mati on sh
particular web pages, email, pagetpeer services, and the use of mobile devicesgimgnwell beyond

itsor i gi nat or sWidespreadkmoynaehtindgnosth of netorking technologies and mobile
communications hae surpassed |P\# ability to provideadequatelobally uniqueaddress spate

Effortsto develop a successor to IPv4 started in the early 19®is the Internet Engineering Task

Force (IETF). The objetive was to solve the address space limitations as well as provide additional
functionality. The IETF started the Internet Protocol Next Generation (IlPorgy)in 1993 to investigate
different proposals and to make recommendations for fuaitteons ThelETF recommended IPv6 in

1994 (The namdPv5 hadpreviouslybeen allocated tanexperimental stream protocplTheir
recommendation is specified REC 1752 TheRecommendation for IP Next Generation Protocol

Seveal proposals followed; the Internet Engineering Steering Group approved the IPv6 recommendation
and drafted a Proposed Standard on November 17, F¥98.1883 Internet Protocol, Version 6 (IPv6)
Specificationwaspublished in 1995. The core set of IPpBotocols became an IETF Draft Standard on
August 10, 1998. This includ&RFC 2460 whichreplacedRFC 1883

IPv6 is a protocol deghed to handle the growth rate of the Internet and to cope with the demanding
requirements foservices, mobility, and eAmb-end security. The following sections describe the
limitations of IPv4, the major features of IPv6, and motivations for deployn6. |

2.2 Limitations of IPv4

IPv4 (REC 79) was designed oveé0years agdor a relatively small number of users. At that time, it

seemed unlikely that personal computing technology woutmbe as widespread as itdslay in the

United States andorldwide. Therapid, universahdoption and growth of personal computing

technologies, including IP networkingereunforeseen in 1981. At that time, the Internet was used

almost exclusively by scholars and researcteers,d | Pv46s 4.3 billion theoret
were considered to be more than sufficient.

Hagen |Pv6 Essentials"® Edition.

ThelETFE is an open international comnitincharged with the evolution of the Internet architectures and standards. An
Internet standard begins as an Internet Draft, whéterally evolves during the publication of successive versiomaylt
then be published as a Request for Comments (RB&iment SomeRFCsdefine IETF standards; others are informational
documents or describe experimental protacols

Two current IETF working groups that concentrate on IPv6 operations and protocols are the IPv6 Opegfains (
Working Group and the IPv6 Maintenanéen@an) Working group.
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As a result of growing I nternet use,Ingraetecefthes addr e
supply of available IPv4 addresses has beendivstnce the early 19908reviously, arorganization

could apply for and receive an order of magnitude more IPv4 addresses than it could actually justify.

However, as a result of regulatory advantlesddress allocations anew bound by strict poli@s that

include formal justification t@ Regional Internet RegistiRIR). During the 1990s, address allocation

policies, along with address reuse and restriction technologies, were put into place to conserve IPv4
addresses.

Technologies widely adopted response to the coraitned supply of IPv4 addresses aedwork address

translation NAT [REC 3022) and classless intefomain routing CIDR [REC 4632); both are tcussed

in detail in Chapter 3NAT essentially makes private IPv4 addresses (also known a®utable

addresses) at least partially functional on the global Intefespite their adaptation to other uses

private IPv4 addresses were designed felingand other noiproduction purposes and never intended to

be usable on the Internet. Nevertheless,aldddpabl e router positioned at a
has the ability to connect an entire network of privately addressed nodes within thezatigaio the

Internet via a single routable IP address.

This technology saves | Pv4d address space because
the Internet but do not have globally unique IP addresses. Nevertheless, this addressioanservat
technology can actually defeat certain aspects of the design intent of IPv4: network latyeethd

security, peeto-peer(hostto-host connectivity, and interoperability. A host using private addressing

behind a NAT device cannot have a full paepeer relationship with another host via the Internet or

backbone enterprise network using globally unique addressing. This is because NAT does not allow
communication sessions to be initiated from globally addressed nodes to the privately adddessed no

NAT traversal technologies are available to work around some séliheriers. They typically workn

one of two ways: (1by maintaining stateful address lookup tables and redirecting inbound traffic to
appropriateprivate addressef?) by emplging application layer gateways that listen for specific port
numbers and redirect traffic according to-pomfigured parameters. Neither of these approaches to NAT
traversal lends itself to scalability or guamse® compatibility with allérmsof NAT, not to mention the
efforts put into each of these weakound. In addition, neither approadénds itself to dynamic
configurationwhen, for examplehosts mover networks are renumbered.

Another limitation of IPv4 is thatstdesigrfavored interopetaility over security and did not contain

features that protected the confidentiality, integityavailability of communications. For example, IPv4
could not cryptographically protect data from eavesdropping or manipulation, and IPv4 did not provide a
method for endpoints to authenticate each other. Over time, the open nature of IPv4 was inceeasingly
target ofexploitation The multipath nature of the Internet, which was designed for high availability,
alsoallows multiple attack vectors for a vatjeof threats.As a response ew technologiesvereadded

to IPv4 to provide needed securitynctionality. With IPv6, these features watesignednto the new
protocolas mandatory components

2.3 Major Features of the IPv6 Specification

IPv6 has manyew or improvedeatures that make it significanttiifferent fromits predecessor. These
features include extended address space, autoconfiguration, header structure, extension headers, IPsec,
mobility, quality of service, route aggregation, and efficiesmtismission. This section discusses¢h
featuresandcompaesspecific aspects of IPv4 and IPv6 to help establish an understanding of the
protocolsbé similarities and differences.
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2.3.1 Extended Address Space

Each IPv4 address igpically 32 bits long andsi written as four decimal numbers representhif 8

octets and separated by decimal points or periods. An example address is 172.30.128.97. Each IPv6
address is 128 bits long (as definedRIifRC 429) and is written asight 16-bit fields in colondelimited
hexadecimal notation (an example is fe80:43e3:9095:02e5:0216:cbff:feb2:7474). This Hatv 128
address space provides an enormous number of unique addr&8¢es324 x 16°) addresses, compared
wi t h 1®°Ror 435x40) &ldresses. That anough for many trillions of addresses to be assigned to
every human being on the plandoreover, hese address bits are divided between the network prefix
and the host identifier portions of the address. Adte/ork pefix designateshe network upon which the
host bearing the addresssides Thehost identifieridentifiesthe nodeor interfacewithin the network

upon which it resides. The network prefiray change while th@ostidentifier can remain staticThe

static hostidentifier allows a device to maintain a consistent identity despite its locationgtwerk.

This enormous number of addresses allowefofto-end communicatiobetween devices withlobally
unique IP addresses and can better supperddivery of peerto-peer services withatarich content

such as voice and vide&hapte describes IPv6 addressing in detail.

2.3.2 Autoconfiguration

Essentially plugandplay networking, autoconfiguratipdefined inRFC 4&2, IPv6 Stateless Address
Autoconfigurationis one of the most interesting and potentially valuable addressing features in IPv6.
This feature allows devices on an IPv6 network to configuresbkmsindependently using stateless
protocol In IPv4,hostsareconfigured manually or with host configuration protocols iksamic Host
Configuration Protocol@HCP); with IPv6, autoconfiguration takes this a step further by defining a
method for some devices to configure their IP adexessd other paraaters without the need for a
server. Moreover, it also defines a methathumbering wherebythe time and effort required to
renumber a network by replacing an old prefix with a new pegfixastlyreduced Sectbn 3.5.4
describes autoconfiguration in detalil.

2.3.3 Header Structure

The IPv6 header is much simpler than the IPv4 header and has a fixed length of 40 bytes (as defined in
RFEC 2460.

Even though this header is almosice as long as thminimumIPv4 header, much of the header is taken

up by two 16byte IPv6 addresses, leaving only 8 bytes for other header information. This allows for

improved fast processing of packets and protocol flexibility. IPv6 datagramsstreetare that always

includes a 4ébyte base headeand, optionally, one or moextension headerd his base header is like

the header of IPv4 datagrams, though it has a different forfnad.IPv4 header fields have been

removed: IP header length, idiication, flags, fragment offset, and header checkstihe IPv6 header

fields are as follows: version (IP version 6), traffic class (répic Pv 46 s t ype of service
label @new field forQuality of Service QoS management), payload lehgiength of data following the

fixed part of thdPv6 header), next header (replegl Pv46s protocol field), hop
replacingf Pv46s time to |ive field), and sourixe and de
illustrated inFigure 21. The payload can be up to 64KB in size in standard mode, or largerjuitih@a
payloadoption. Section 3.3lescribes these headers in detail.
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Version (4) | Traffic Class (8) Flow Label (20 bits)

Paylaad length (16) Next Header (8) Hop Limit (8)

SourceAddress (128 hits)

DestinationAddress (128 bits)

Figure 2-1. The IPv6 Packet Header Format (Field Sizes in Bits)’
2.3.4 Extension Headers

An IPv4 header can be extended from 20 bytes to a maximum of &) byt this option is rarely used
because it impedes performance and is often administratively prohibited for security reasons. IPv6 has a
new method to handle options, which allows substantially improved processing and avoids some of the
security problens that IPv4 options generated. IFRBC 2460defines sixextension headersopby-

hop option header, routing header, fragment header, destination options header, authentication header
(AH), and encapsulating sedyrpayload (ESP) header. Each extension header is identified bieite
Headerfield in the preceding headeg&ection 3.4escribes extension headers in detail.

2.3.5 Mandatory Internet Protocol Security (IPsec) Support

IP security (IPsec) is a suite of protocols for securing Internet Protocol (IP) communications by
authenticating the sender and providing integrity protection plus optionally confidentiality for the
transmitted data. This is accomplished throughube of two extension headers: the Encapsulating
Security Payload (ESP) and the Authentication Header (AH). The negotiation and management of IPsec
security protections and the associated secret keys is handled by the InterBrthkayggIKE)

protocol IPsec is a mandatory part of an IPv6 implementation; however, its use is not required. IPsec is
also specified for securing particular IPv6 protocols (e.g., Mobile IPv6 and O$Bpe8 Shortest Path

First version 3]. Section 5.3lescribes IPsec in detail.

2.3.6 Mobility

Mobile IPv6 (MIPv6) is an enhanced protosapportingroamingfor a mobile nodgso that it canmove

from one network to another without lositRylayerconnectivity (as defined iRFC 377%. RFC 3344

IP Mobility Support for IPvddescribes Mobile IP concepts and specifications for IPv4. Nevertheless,

using Mobile IP with IPv4 has various limitations, such as limited address,spEmendence on address

resolution protocol (ARR)and challenges with handover when a device moves from one access point to
anot her . Mobil e | Pve6 ud&NeaghbolDseotetyRFCUabFtasohethd r ess s p
handover probleratthe network layer and maintain connections to applications and services if a device
changes its temporary IP address. Mobile IPv6 also introduces new security concernsaueh as
optimization(REC 4449 where data flow betweahehome agent and mobile node wiked tdbe

appropriately secude

" Additional illustration and explanation of the major differences between the IPv6 and itlet$iean be found in ti&AO

report,Internet Protocol Version 6: Federal Agencies Need to Plan for Transition and Manage Security Risks
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Section 4.4escribes Mobile IPv6 in detail.
2.3.7 Quality of Service (QoS)

IP (for the most part) teds all packets alike, as they are forwarded with best effort treatmemto
guarantee for deliverthrough the networkTCP (Transmission Control Protocalddsdelivery
confirmationsbut has no options to control parameters suateks or bandwidtlallocation.QoSoffers
enhanced policypased networking optiorie prioritize the delivery of informationExisting IPv4 and
IPv6 implementations use similar QoS capabilities, sudifferentiated Services and Integrated
Servicesto identify and priotize IP-based communications during periods of network congestion.
Within the IPv6 headdwo fields can be used for Qoie Traffic ClassandFlow Labelfields. Thenew
Flow Label field andenlargedrraffic Class field in the main IPv6 header allow mefficient and finer
grained differentiation of various types of traffithe newFlow Labelfield can contain a label
identifying or prioritizing a certain packet flow such as voice over IP (VoiR)deoconferencing, both
of which are sensitive to tialy delivery. IPv6 QoS is still a work in progress and security should be
given increased consideration in this stage of developn&attion 4.3lescribes QoS in detail.

2.3.8 Route Aggregation

IPv6 incorporates a hieigral addressing structure and has a simplified header allowing for improved
routing of information from a source to a destination. The large amount of address space allows
organizations with large numbersagdnnectiongo obtain blocks of contiguous a@ds space.

Contiguous address space allows organizations to aggregate addresses under one prefix for identification
on the Internet. This structured approach to addressing reduces the amount of information Internet
routers must maintain and store andnpotes faster routing of ddfa Additionally, it is envisioned that

IPv6 addresses will primarily be allocated only from Internet Service Providers (ISPs) mensstd his

will allow for ISPs to summarize route advertisements to minimize the size of the IPv6 Internet routing
tables. Thisis covered in more detail iBection 3.2

2.3.9 Efficient Transmission

IPv6 packet fagmentation control occurs at the IPv6 source host, not at an intermediate IPv6 router.

With IPv4, a router can fragment a packet when the Maximum Transmission Unit (MTU) of the next link

is smaller than the packet it has to send. The router does tlisibyg a packet to fit into the smaller

MTU and sends it out as a set of fragments. The destination host collects the fragments and reassembles
them. All fragments must arrive for the higher level protocol to get the packet. Thenefuen,one

fragment is missing or an error occurs, the entire transmission has to be redone. In IPv6, a host uses a
procedure calle®ath Maximum Transmission UnRNITU) Discoveryto learn the path MTU size and
eliminate the need for routers to perform fragmentatiore IP6 Fragment Extension Header is used

when an IPv6 host wants to fragment a packet, so fragmentation occurs at the source host, not the router,
which allows efficient transmission. PMTU is discusse8exion 3.5.5 and Section 4.5 describes

efficient transmission in detail.

2.4 IPv4 and IPv6 Threat Comparison

Thedeploymenbf IPv6 can lead to new challengeih respect tdhe types of threats facing an
organization. This section provides a highkiel oveview as to how threats differ from an IPv4
environment to an IPv6 environment and combined P environment.The fllowing chapters

provide additional details to these threats as required. It should be noted that many IPv6 threat
discussions rely olPsec to provide protection against attack. Due to issues with key management and
overall configuration complexity (including applications), ipsssiblethat IPsec will not beeployed
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much more than it is with IPv4 tod#gyr initial IPv6 use IPseds covered in detalil itsection 5.3

Network reconnaissance is typically the first step taken by an attacker to identify assets for exploitation
(RFC 5157.% Reconnaissance attadksan IPv6 environment differ dramatically from current IPv4
environments. Due to the size of IPv6 subnetsiii2a typical IPv6 environment compared far2a

typical IPv4 environment), traditional IPv4 scanning techniques that would normally takelsecwld

take years on a properly designed IPv6 network. This does not mean that reconnaissance attacks will go
away in an IPv6 environment; it is more likely that the tactics used for network reconnaissance will be
modified. Attackers will still be ablto use passive techniques, sucBasain Name SystenbD{NS)

name server resolution, to identify victim networks for more targeted exploitation. Additionally, if an
attacker is able to obtain access to one system on an IPv6 subnet, the attackebigiltdkeerage

IPv6 neighbor discovery to identify hosts on the local subnet for exploitation. Neighbor disbased/
attacks will also replace counterparts on IPv4 such as ARP spoofing.

Prevention of unauthorized access to IPv6 netwatkdikely be more difficult in the early years of IPv6
deployments. IPv6 adds more components to be filtered than IPv4, such as extension headers, multicast
addressing, and increased use of ICMP. These extended capabilities of IPv6, as well as the possibility of
anlPv6 host having a number of global IPv6 addresses, potentially ps@ndevironment that will

make networlevel access easier for attackers due to improper deployment of IPv6 access controls.
Moreover, security related tools and accepted best peadiave been slow to accommodate IPv6. Either
these itemslo not exist or have not been stress tested in an IPv6 environment. Nevertheless, global
aggregation of IPv6 addresses by ISPs shallbgv enhancd antispoofing filtering across the Internet
whereimplemented.

Attacks that focus on exploitation above the IP layer, such as applitatsenl attacks and viruses, will

not see a difference in the types of threats faced in an IPv6 environment. Most likely, some worms will
use modified IPv6 reconnaigsae techniques for exploitation. Additionally, because many IPv4
broadcast capabilities have been replaced with IPv6 multicast functionality, broadcast amplification
attacks will no longer exist in an IPv6 environment.

From this comparison of IPv4 and Bthreats, one can surmise that IPv6 will not inherently be either
more or less secure than IPv4. While organizations are in the prockEgsd@finglPv6, the lack of

robust IPv6 security controls (describediection § and a lack of overall understanding of IPv6 by
security staff may allow attackers to exploit IPv6 assets or leverage IPv6 access to further exploit IPv4
assets.There is a very likely possibility that many IPv6 services will rely on tunneling IPVgctiaf

IPv4 for infrastructures that do support the protocol, which will also increase the complexity for security
staff. Additionally, since IPv6 systems and capabilities are not yet widely used in production
environments, there is a distinct possibittat the number of vulnerabilities in software from
implementing IPv6 capabilities could rise, as IPv6 networks are increasingly deployed.

Based on of the threat comparison between IPv4 and IPv6, the following actions are recommended to
mitigate IPv6 thrats duringhedeploymenprocess

< Apply different types of IPv6 addressing (privacy addressing, unique local addressing, sparse
allocation, etc) to limit access and knowledge of Had@ressed environments.

< Assign subnet and interface identifiers randotalincrease the difficulty of network scanning.

8 Bellovin, Cheswick and Keromyti§yorm propagation strategies in an IPv6 Internet
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< Develop a granular ICMPV6 filtering policy for the enterpriSasure that ICMPv6 messages that are
essential to IPv6 operation are allowed, but others are blocked.

< UselPsec to authenticate and provide ¢dentiality to assets that can be tied to a scalable trust
model (an examplis access to Human Resources assets by internal emptbgtesake use ain
or gani Public Kay mféastructureRKI) to establish trust).

< Identify capabilities and weakrses of network protection devices in an IPv6 environment.

< Enable controls that might nbvebeenusedin IPv4 due to a lower threat level during initial
deployment (implementindefault denyaccess control policies, implementing routing protocol
security etc).

< Pay close attention to the security aspects of transition mechanisms such as tunneling protocols.

< On networks that are IPwdnly, block all IPv6 traffic.
2.5 Motivations for Deploying IPv6

IP technologies were invented in the United States, and tlyeagaption of those technologiescurred
predominantlyin the United States. As mentionedSaction 2.2early address allocation policies were
relatively relaxed and large quantities of IPv4 addresses weégaedsipon request, even when those
allocations were ndahoroughlyjustified. This resulted in a high concentration of IPv4 address
allocations in the United States, with more than half of all routabiédBdresses assigned to Ubased
organizations.Some large U.Shased Internet backbone service providers have mudeaiRiresses than
all of the nations that comprise the Asian region of the world.

These circumstances have left most of the world, especially Asia, with little choice other thaptttha

IPv6 specification if they are to becomervasiveparticipants in IP technologies or the global Internet at
large. Nations such as Jag@vebuilt IPv6-capable Internet infrastructures to support their growing

demand for Internet connectivityzurther, theadvancedtate of wireless telecommunications in Asia
produced an environment where globally unique IP addresses are required to enable the features of Third
Generation (3G) wireless technologies. In essence, every mobile 3G device beowrhéds personal
computing platform, and each of those devices requires trutoenl connectivity to realize its full

potential.

Al | organizations making use of | P networking sho
designing and managing theetworks. Even with no intent to replace IPv4, the IPv6 security controls
discussed later in this document should be planned and deployed to detect unautbeaizHl6.

Fundamental knowledge of IP&6wvhat it is, what its attributes are, and howperate8 is critical to

any organization.

As the IPv6 protocol becomes increasingly ubiquitous, all enterprise and ktenmetcted networks

need to be prepared for specific threats and vulnerabilities that the new protocol will bring. For example,
an IPv4only network segment may contain several newly installed hosts that are both IPv4 and IPv6
capableas well as hosts that have IPv6 enabled by defaiis circumstance can come about simply as

a result of the normal systems life cygl@dditionally, IPv6 could be enabled on a host by an attacker to
circumvent security controls that may not be Rw#are these hosts can then be leveraged to create

covert or backdoor channel¥aken further, IPv6 traffic could be encapsulated within IPv4 pacisitg

readily available tools and services and exchanged with malicious hosts via the Internet.

Interoperability of geographically dispersed Intero@hnected nodes may become a profit motivation for
some organizations tteploylPv6. For instance, cosrt providers are making more multimedia features
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available via a diverse set of customer platforms. Mobile phones, handheld personal computers, notebook
computers, desktop PCs, and home multimedia and gaming centers are-alipBiste today.

Delivering multimedia content to those platforms is increasingly viable given the broadband network
bandwidths available. Nevertheless, IPv4 clearly cannot address all of these devices without using an
address conservation technology like NAT, and NAT by its eadenies true erb-end IP connectivity.
Multimedia service offerings and ultimately the market for those offerings are likely always to be
constrained by IPv4, while IPv6 may prove to be an enabling technology.

If an organization is not constrained IByv4 address availability or the disruption that NAT causes to true
endto-end connectivity between nodes, it should still plan for a world in which IPv6 will eventually be
ubiquitous. All major vendors of IT products are shipping teapable productswholesale

replacement of computing platforms and network infrastructuredaplaymentequirement is less likely
now than only five years ageince nany operating systems and networkprgductscontain a native

IPv6 protocol stack. Also, tunnelingu® over the existing IPv4 Internet is possible today by using free,
readily available tunnel clients. An end user may download client software, obtain a routable IPv6
address, and begin tunneling IPv6 over IPv4 networks with few technical or admiresbiatiiers.

Many open source IP networking tools are HeaPable, as are many consurogented wireless access
points. Many consumers of personal computing and home networking equipment aced&bke, even

if they do not use the features.

Because ofhe increasing availability and use of IPv6, as welhasiyyears of coexistence between IPv6

and IPv4, management and technical experts within any organization should understand IPv6
technology its background, basis, and capabilities, and how they d#garte risks associated with
runningdual stackPv4 and IPv6 networks. In the context of this document, dual stack means that nodes
are running both IPv4 and IPv6 protocols concurrently. The remainder of this document examines certain
aspects of the W& specification in detail, and discusses threats, vulnerabilities, and the mitigation of

risks, in detail.

2-8
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3. IPv6 Overview

From the standpoint of header desif6 is bothmore powerfuland more flexible than its IPv4
predecessorSection 2.3ntroduced a number of enhancements and features in IPv6. Most significant is

the vast amount of address space, along with support for orderly address assignment and efficient network
address aggregation on the Internelustrated in Table-3 are some of the major differences between

IPv4 and IPv6 followed by basic IPv6 terminology used later in this guide. These differences can have
implications for IPvGsecurityand are discussed throughout this and subsequent sections

Table 3-1. Differences between IPv4 and IPv6°

Property | IPv4 | IPV6
Address size and 32 bits, 128 bits,
network size network size 8-30 bits network size 64 bits
Packet header size 20-60 bytes 40 bytes
Header-level extension limited number of small IP options | unlimited number of IPv6
extension headers
Fragmentation sender or any intermediate router | only sender may fragment
allowed to fragment
Control protocols mixture of non-IP (ARP), ICMP, all control protocols based on
and other protocols ICMPv6
Minimum allowed MTU 576 bytes 1280 bytes
Path MTU discovery optional, not widely used strongly recommended
Address assignment usually one address per host usually multiple addresses per
interface
Address types use of unicast, multicast, and broadcast addressing no longer
broadcast address types used, use of unicast, multicast
and anycast address types
Address configuration devices configured manually or devices configure themselves
with host configuration independently using stateless
protocols like DHCP address autoconfiguration

(SLAAC) or use DHCP

Basic Terms(RFC 246Q RFC 4862

The following basic IPv6 definitions are important for any IPv6 discussion.
< Address An IPv6-layer identifier for an interface or a set of interfaces
< Node A device on the network that sends and receives IPv6 packets

< Deprecated address An addressassigned to an interfac&hose use is discouraged, but not
forbidden(e.qg., sitelocal addressesuch as FECO::/10)A depreeted address should no

®  NSA Report Router Security Configuration Guide SupplenieSecurity for IPv6 Routers
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longer be used as a source address in new communications, but packets sent from or to
depreeted addresses are delivered as expected.

< Router. A node that sends and receives packets, and also accepts@atd forwards them
on behalf of other nodes

< Host. A node that may send and receive packets but does not forward packets for other nodes

< Link. A communication facility or medium over which nodes can communicate at the link
layer, i.e., the layer imadiately below IPv6. Examples are Ethernets (simple or bridged);
Pointto-Point Protocol PPB; X.25, Frame Relay, dgksynchronous Transfer Mod&TM)
networks; andayer thregor higher) tunnelssuch as tunnels over IPv4 or IPv6 itself.

< Link MTU . Themaximum transmission uniMMTU), i.e., maximum packet size in octets,
which can be conveyed over a link

< Path MTU. The minimum link MTU of all the links in a path between a source node and a
destination node.

< Upper Layer. A protocol layer immediately abe IPv6. Examples are transport protocols
such adg'ransmission Control Protocol CP) andUser Datagram ProtocdUDP), control
protocols such asmternet Message Control ProtoctCiP), routing protocols such &pen
Shortest Path FirsOSPH, and intenet or lowerayer protocols beintunneledover (i.e.,
encapsulated in) IPv6 suchlasernetwork Packet ExchangéX), AppleTalk, or IPV6 itself.

< Interface. The point at which a node connects to a libkicastlPv6 addresses are always
associated wh interfaces.

< Packet An IPv6 header plus payload
< Neighbors Nodes attached to the same link.

This section provides general information about IPv6 as a foundation for later sections. The rest of this
section is a resource for understanding the siitidarand differences between IPv4 and IPv6, with a

focus on addressin@RFC 429). Section 3.1discusses IPv6 addresses, how the IPv6 address space is
used, and IPv6 address typesl acope. This is followed by a review of IPv4 addressingRwv

Classless Intebomain Routing (CIDR) addressing. Then IPv4 and IPv6 addressing are summarized and
compared.Section 3.Zovers IPv6 addresallocation. IPv6 headers, their formaisd fields are

discussed irsection 3.3 Sections 3.4hrough3.7 cover extension headeiCMPV6, IPv6 routing, and

IPv6 Domain Name SystenD{NS) respectively.

3.1 IPv6 Addressing

Described irRFC 4291 IPv6 addresses are 128 bits long and are written in what is calleddmionited
hexadecimal notation. rAIPv6 address is comprised of eight distinct numbegysesenting 16 bits each
and writtenin basel6 (hexadecimal dneX notation. The \alid hex digits are 0 through 9 and A through
F andtogether with the colon separatoe the only characters thatrcbe usefbr writing an IPv6
address.A comparison of IPv4 and IPv6 addressing conventions is illustrated in Figuaeddiscussed
in more detail irSection 3.1.7

An example of an IPv6 address is:
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2001:0db&0%:02e5:0216:cbff:feb2:7474

Note that the address contains eight distinct-fdacehex values, separated by colons. Each of these
values represents 16 bits, for a total of 128 bits in the entire address.

IPv6 addresses are dividathongthe network prefi, the subnet identifieaind the host identifier portisn

of the address. Theetwork prefixs thehigh-order bits of an IP address, used to identify a specific

network and, in some cases, a specific type of addses$dble 32). Thesubnet identifie(ID)

identifies a link within a site. The subnet ID is assigned by the local administrator of the site; a single site
can have multiple subnet IDs. This is used dssignator for the network upon which the host bearing

the address is resident. Tiest identifier(host ID)of the address iaunique identifier for the node

within the network upon which it resideR.is identified with a specific interface of the host. Figuwe 3
depictstheIPv6 addresformat withthe network prefixsubnet idenfier and host identifier

v

A

128bits

<+— nbits —>»<¢— 64-nbits—» | &— 64bits —>

Network Prefix Subnet ID Host ID
| | |
Identifies the addres: Identifies a link Interface ID, 64 bits
range assigned to a within a site
site

Figure 3-1. IPv6 Address Format

RFC 4291also describes the notation for prefixd@$e network prefix is analogous, but not equivalent,

to the subnet mask in IPv4Pv4 addresses are written in Classless {dtenain Routing (CIDR)

notati on, with a subnet mask that cont asseens A10s i
Section 3.1.% There is no sulat mask in IPv6, although the slash notation usedetatify the network

addressbhits s si mi | ar t o | Pv Zhe fPvexnoetdiion@agpendsdahe grefixlengtlaand i n
written as a number of bits with a slash, which leads to the followingafor

IPv6 address/prefix length

The prefix |l ength speci fnostbitstomprise tha mevorloprefidinh e addr e
example address with a-B#t network prefix is:

2001:0db&095:02e5:0216:cbff:feb2: 74732

Quantities of IPv6 addressa®assignedy the international registry services and Internet service
providers (ISP)geeSection 3.2.2 based in part upon the size of the entity receiving the addresses.
Large, togtier networks mayeceive address allocations with a network prefix of 32 bits as long as the
need is justified. In ik case, the first two groupings of hex values, separated by colons, comprise the
network prefix for the assignee of the addresses. The remaining 9fatgdable to théocal
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administratomprimarily for reallocatiorof the subnet ID and the host ID. The subnet ID identifies a link
within a site, which can have multiple subnet IDs. The host ID within a network must be unique and
identifies an interfag on a subnet for the organization, similar to an assigned IPv4 ad&igase 32
depicts an IPv6 address with 32 bits allocated to the network prefix.

<+— 32bits —» <+ 96 bits >
2001:0db8 9095:02e5 0216:cbff:feb2:7474
Network Prefix Subnet ID Host ID

Figure 3-2. 32-Bit Network Prefix

Government, educational, commerciid other networks typically receive address allocations from top
tier providerg(ISPs)with a network prefix of 48 bits (/48), leaving 80 bits floe subnet identifier and
host identifier. Figure-3 depicts an IPv6 address with 48 bits allocated tméteork prefix.

<+—— 48 bits

v
A

v

80 bits

2001:0db&095:

02e5

0216:cbff:feb2:7474

Network Prefix

Subnet ID

Host ID

Figure 3-3. 48-Bit Network Prefix

Subnets within an organization often have network prefixes of 64 bits (/64), leaving 64 bits for allocation
tohost s6 IiThethestrlD shauld gse a-®it interface i@ntifier that follows EUI64 (Extended

Unique Identifier) format when a global network prefix is used (001 to 111), except in the case when
multicast addresses (1111 1111) are tlsdigure 34 depicts an IPv6 address with 64 bits allocated to

the networkprefix.

10

IEEE EUL64, Guidelines for 64Bit Global Identifier (EUt64) Registration Authority
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«_  64bits 64bits

v
A

2001:0db&095: 02e5 0216:cbff:feb2:7474

Network Prefix Subnet ID Host ID

Figure 3-4. 64-Bit Network Prefix
3.1.1 Shorthand for Writing IPv6 Addresses

Dueto their length, IPv6 addresses do not lend themselves to human memaorization. Administrators of

IPv4 networks typically can recall multiplev4 network and host addresses; remembering multiple IPv6
network and host addresses is more challenging. The notation for IPv6 addresses may be compressed and
simplified under specific circumstances.

One to threeeroes that appear as the leading digitany colordelimited hexadecimal grouping may be
dropped. This simplifies the address and makes it easier to read and to write. For example:

2001:0db80abab2e500000ee900000444/48 becomes
2001 db8aba:2e®:ee90:444/48

It is important to note tit trailing zeroes mayotbe dropped, because they have intripsacevalue in
the address format.

Further efficiency is gained by combining-aéiro portions of the address. Any coliglimited portion
of an address containing all zeros may be cesg®d so that nothing appears between the leading and
trailing colons. For example:

2001:0db80055:0000¢cd23000000000205/48becomes
2001db855:0:cd23:205/48

In this example, the sixth and seventhtlisgroupings contain all zeroes; they were congaddy

eliminating the zeroes completely, as well as the colon that divided the two groupings. Nevertheless,
compressing an address by removing one or more consecutive colons between groups of zeroes may only
be done once per address. The fourth @rbiiping in the example also contains all zeroes, but in the
condensed form of the address, it is represented with a single zero. A choice had to be made as to which
group of zeroes was to be compressed. The example addresbecowultten

2001:db855::cd230:0:205/48, but this is not as efficient 2801db855:0:cd23:205/48.

It is important to note that both of the addresses in the preceding paragraph are properly formatted, but the
latter address ishorter. Compression is just a convention for wigg addresse# does not affect how an

address is usednd it makes no difference whether compression falls within the network prefix, host
identifier, or across both portions of the address.
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3.1.2 IPv6 Address Space Usage

This section introduces the diffetdypes of IPv6 addresses, their scope, and use. It introduces IPv6
addressing asasicinformation needed for secure adoption and deployment of the proREQl.4291

IP Version 6 Addressing Architectytis the authritative source for information on IPv6 addressing, and
it should be referenced for comprehensive details. Mechanisms for generating and assigning IPv6
addresses are discussed in detail in subsequent sections of this document.

Table 3-2. IPv6 Address Types

Address Type | Binary Prefix | IPv6 notation ‘ Uses
Embedded IPv4 00é1111 1 :FFFF/96 Prefix for embedding IPv4 address in an
address 11111111 IPv6 address
(96 bits)
Loopback 00é1l ::1/128 Loopback address on every interface [REC
(128 bits) 2460
Global unicast 001 2000::/3 Global unicast and anycast (allocated) [REC
4291
Global unicast 017 1111 11000 | 4000::/2¥ Global unicast and anycast (unallocated)
FCO00::/9
Teredo 0010 0000 0000 | 2001:0000::/32 Teredo [REC 4380]
0001 0000
0000 0000
0000
Nonroutable 0010 0000 0000 2001:DB8::/32 Nonroutable. Documentation purposes only
0001 0000 RFC 3849
1101 1011
1000
6to4 0010 0000 0000 | 2002::/16 6to4 [RFC 3056]
0010
6Bone 001111111111 3FFE:/16 Deprecated. 6Bone testing assignment,
1110 1996 through mid-2006 [RFC 3701]
Link-local unicast | 1111 1110 10 FEB80::/10 Link local unicast
Reserved 1111 111011 FECO::/10 Deprecated. Formerly Site-local address
space, unicast and anycast
[REC 3879]
Local IPv6 1111 110 FCO00::/7 Unicast Unique local address space, unicast
address and anycast
[REC 4193]
Multicast 1111 1111 FFO00::/8 Multicast address space [REC 4291

IPv6 addressing differs from IPv4 in several waydgasiom the address sizé both IPv4 and IPv6
addresses specifically belong to interfaces, not to nddesiever, lecausdPv6 addresses are not in
short supply, interfacesitenhave multiple addresses. As discussed in 3.1, IPv6 addresses caasist of
network prefix in the higher order bits and an interface identifier in the lower ordeMuteover, he
prefix indicatesa subnet or linkwithin a site, and dnk can be assignedultiple subnet IDs

Many IPv6 address ranges are reserved or deforespecial purposes by the IETBPv6 standards and
by the Internet Assigned Number Authority (IANA). Tabl 8sts the major assignments and how to
identify the different types of IPv6 adess from the higlorder bits.
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All address ranges not listiein Table 32 are reserved or unassigned. IARNUdrrentlyassigns only out of
the binary range starting with 061

3.1.3 IPv6 Address Types

IPv6 uses the notion of address types for different situations. These different address types are defined
below:

< Unicast Addresss Addresses that identify one interface on a single node; a packet with a
unicast destination address is delivered to that interface.

< Multicast Addresses RFC 4291defines a multicast address 8&n identifier for a set of
interfaces (typically belonging to different nodes). A packet sent to a multicast address is
delivered to al|l interfaces identified by tha
common in both IPv4 and IPv6, in IPv6 multicasting haw applications. The single most
important aspect of multicast addressing under IPv6 is that it enables fundamental IPv6
functionality, includingneighbordiscovery(ND) and router discoveryMulticast addresses
begin withFF00::/8. Theyare intendedor efficient oneto-many and manyo-many
communication. The IPv6 standards prohibit sending packets from a multicast address;
multicast addresses are valid only as destinatibhdticast Addressing is discussed in
Section 4.2

< Anycast Addres®s Addresses that can identify several interfaces on one or more nodes; a
packet with an anycast destination address is delivered to one of the interfaces bearing the
address, usually the closest one as determined by rqubit@rols. Anycast addressing was
introduced as an aeuh for IPv4, but it was designed a basic component of IPv6.

The format of anycast addresses is indistinguishable from unicast addresses.

n bits 128- nbits

Thesulmet prefixin an anycast address is the prefix that identifies a specific link. Anycast addresses
are intended for efficieht providing serviceghatany one of a number of nodes garform (e.g., a

Home Agent for a Mobile IP node)Anycast addressesagnot be used as source addresses and, as

of the writing of this guide, may only be assigned to routers. It should be noted that there are no
defined mechanisms for security or registration for anycast, nor isahexrg to verify that a

response to ageket sent to an anycast address was sent by an interface authorized to do so. This
leaves open the possibilibf impersondhg anycast servers.

< Broadcast Addres®s Broadcast addressing is a common attribute of IPv4, but is not defined
or implementedn IPv6. Multicast addressing in IPv6 meets the requirements that broadcast
addressing formerly fulfilled.

3.1.4 IPv6 Address Scope

The shortage of IPv4 addresses led to the designation ebotable addresses RFC 1918and the

11 JANA, Internet ProtocoNersion 6 Address Space
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widespread use of Network Address Translation (NAT) to share globally routable addresses (with certain
limits placed on the hosts usingsalled RFC 1918 addresses). IPv6 has no such shortage, so the use of
NAT is unnecessary; nevertheless, tisefulness of addresses with limited scope was identified and
maintained in IPv6. IPv6 addresses with different scopes were defined. In the original design for IPv6,

link local, site local, and global addresses were defilagel, it was realized thatite local addresses were

not well enough defined to be useful. Site local addresses were abandoned and replaced with unique local
addresses. Older implementations of IPv6 may still use site local addresses, so IPv6 firewalls need to
recognize and handgste local addresses correctly.

The IPv6 standards define several scopes for meaningful IPv6 addresses:
< Interface-local. This applies only to a single interface; the loopback adtieeshis scope.
< Link-local. This applies to a particular LA{Local Area Network)or network link; every
IPv6 interface on a LAN must have an address with this scope-lddakaddresses start with
FE80::/10. Packets with linkocal destination addresses are not routable and must not be
forwarded off the local link.

Link-local address:

10 bits 54 bits 64 bits

Link-local addresses are used for administrative purposes such as neighbor and router discovery.

< Site-local. This scope was intendéalapply to all IPv6 networks or a single logical entity
such as the network within an organization. Addresses with this scope starE®idk/10.
Theywere intendeahot to beglobally routable bupotentiallyrouted between subnets within
anorganizaion. Site local addresses have been deprdand replaced with unique local
addresses.

< Unique local unicast This scope is meant farsite, campus, or enterprésénternal
addressing. It replaces the depted sitelocal concept. Unique local doessegULAS) may
be routable within an enterprise. Use of unique local addresses is not yet widespre&d; see
4193 Unique Local IPv6 Unicast Addresséar more information.

< Global. The global scope appliesttee entirdnternet. These are globally unique addresses
that are routable across all publicly connected networks.

< Embedded IPv4 Unicast The IPv6 specification has the ability to leverage existing IPv4
addressing schemes. The transition to IPv6 wiljkadual, so two special types of addresses
have been defined for backward compatibility with IPv4: Heednpatible IPv6 addresses
(rarely used and deprecatedRRC 429) and IPvdmapped IPv6 addresses. Both allow the
protocol to derive addresses by embedding IPv4 addresses in the body of an IPv6 address. An
IPv4-mapped IPv6 address is used to represent the addresses-ohlfPwédes as an IPv6
address, which allows an IPv6 node to use this address to send a packd\t4only node
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IPv4-compatible IPv6 address:

80 bits 16 bits 32 bits

80 bits 16 bits 32 bits

The two IPv4 embedded address types imnédas. The only difference is thaixth group ofl6 bits.
IPv4-compatibleaddresseset these to O; IPvhapped address set these ta 1

A more generalized form of IPvdmbedded IPv6 addresses has been defREG 8)52), to aid the
process ohutomatedranslation from one type of address to the other. Two new variants of IPv4
embedded IPv6 addresses are:
1 IPv4-converted IPv6 addresses: "IPv6 addresses used to represent IPv4 nodes in an
IPv6 network"
1 IPv4-translatéle IPv6 addresses: "IPv6 addresses assigned to IPv6 nodes for use with
stateless transition"
It is quite likely that additional speciake variants will be defined in the future.

< Other address or Special Address typeslPv6 makes use of addresses othan those
shown above. Thenspecified addressonsists of all zeros (0:0:0:0:0:0:0:0 or simply ::) and
may be the source address of a node soliciting its own IP address from an address assignment
authority (such as a DHCPYBHCP for IPv6]server). IP@-compliant routers never forward
a packet with an unspecified address. Dopback addresis used by a node to send a packet
to itself. The loopback address, 0:0:0:0:0:0:0:1 (or simply ::1), is defined as being interface
local. IPveécompliant hostsrad routers never forward packets with a loopback destination.

An essential design consideration for IPv6 is to simplify routing in enterprise and global networks. One
of the intents of the IPv6 address schema is to facilitate hierarchical routing. chiigghrouting in turn
accelerates the e#td-end routing function, and routing table convergence and maintenance are vastly
simplified.

A typical IPv6 interface is configured to receive packets sent to several addresses. In addition to its link
local and global unicast addresses, it may have a unique local address. It can also receive multicast
messages sent to thk hostsandsolicited nodemulticast addresses, as well as possibly to other multicast
addresses. Finally, because of renumbering, neiltigtances of some of these addresses may be active
at once. How these addresses are selected is coveredsectimns 4.6Address Selectigrand4.2,

Multicast.

3.1.5 IPv4 Addressing
Each IPv4 address is 32 bits long antyscally written as four decimal numbers-285) representing

eight bits each and separated by decimal points or periods. Thiteid dotted decimal. An example of
an IPv4 address is 172.30.128.97. E&bhtladdress is associated with an additional component called a
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subnet maskwhich denotes how marygh-orderbits of the address are assigned to the network address
(REC 950. The remainindower-orderbits are ged to identify the node.

Three primary subnet types or network classifications were designed for IPv4: Class A, Class B, and
Class QRFEC 79). Typically, Class A networks were assigned to the early pioneers dftidrnet.

Class B networks typically were assigned to larger enterprises and service providers, and Class C network
addresses usually were allocated to smaller organizations and treated as subnets of larger networks. The
following are examples of IPwetwork addresses and their related subnet masks:

< Class A: 10.0.0.0 netmask 255.0.0.Dhe first octet denotes the netwakdthe remaining
three octets (24 bits) are available to identify a node on that network. This means that over 16
million host addesses are available on this single Class A network. Class A allocations were
often made to organizations that could never put 16 mitlistincthost addresses to use.

< Class B: 172.30.0.0 netmask 255.255.0The first two octets denote the netwarkdthe
remaining two octets (16 bits) are available to identify a node on that network. More than
65,000distinctaddresses are available to network nodes in each Class B nefvgonlth
Class A allocations, this also produced a wasteful situation, oy recipients of Class
B address allocations did not need to employ more tisamadi fraction of the addresses.

< Class C: 192.168.1.0 netmask 255.255.255@e first three octets denote the netwanki
the final octet (8 bits) is available to idegtd node on that network. This provides 254
addresses for allocation to network nodes (the all ones and all zeros addresses are reserved for
other uses). More thawo million Class C networks were available. Class C was the
smallest, most granular netvk and host address allocation possible until the introduction of
CIDR in 1993.

3.1.6 IPv4 Classless Inter-Domain Routing (CIDR) Addressing

CIDR addresses do not follow the Class A/B/C model. Netmasks in CIDR addresses are not confined to
the octetboundarie®f an IPv4 address. For example, the CIDR addr@2s168.1.1/2Tdicates that the

IP address is 192.168.1.1 and the netmask splits the address aftdtlitd2The first 27 bits are

designated for the network address, and the fivabits are awilable to provide 30 node or host

addresses within that network. This allows for a much more granular approach to address allocation
because ranges of addresses can be sized appropriately to the organization receiving them. Of equal
importance to addresonservation is the related mechanism for routing efficiency that CIDR brings.

CIDR addressing allows multiple subnadgfined by common netmasks and having adjacent addresses,

to besupernettedogether. This means that multiple networks are aggrdgatd reachable under one

routing table entry.

The Internet and many large enterprise networks are comprised of core routers (also known as backbone
routers) that move vast amounts of data between networks. These conterstdisparate networks and

thus make the Internet what it truly is: a network of networks. This same concept applies to large,
geographically dispersed enterprise networks. Core routers maintain large, complex routing tables that
contain accurate and timely information about howetich nearly every network that is a part of the

global Internet.

The number of entries in these backbone routing tables has increased dramatically since CIDR addressing
was introduced in 199RFC 4632, despie the best intentions of supernetting CIDR address space

12 |f written in the classful notation described previously, it would be represented as 192.168.1.1 netmask 255.255.255.224.

3-10
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together. As aresult, core routers are burdened with ever increasing demtrar memory and
processing capacities. In short, IPv4 does not lend itself to a highly scalable and efficieat Inte
backbone infrastructure.

Routing prefix aggregatioallows contiguous groupings of CIDR addresses to be advertised to the global
Internet as a single network rather than as multiple, distinct networks. Separate routing table entries no
longer need tbe made for each allocation of address space. Much like the concept of supernetting, this
means that two distinct organizations sharing only one common attribute, their Internet Service Provider
(ISP), can be attached to the Internet with unique IP agésgfrom an appropriately sized allocation. Yet
those two distinct entities are reachaileughthe global Internetisingonly one globally unique

network route. The two concepts discussed here, scalability of address allocations and routing efficienc
through prefix aggregation, are integral aspects of the design of IPv6.

3.1.7 Comparing IPv6 and IPv4 Addressing

IPv6 was designed to provide sufficient numbers of globally unique IP addresses to enable-tnie peer

peer communication between nodes on intenected networks. It was also designed to provide a

simplified hierarchical routing architecture across the Internet bac&bone that does not suffer from
inefficiencies and increasing demands for memory and processing capacities on backbone Internet
routers. Several accommodations have been made to retrofit these concepts onto IPv4, while these same
concepts are native to the IPv6 specification.

IPv6 provides an enormomsimberof unique addresseabout3.4 x 16% compared with Pv46s roughl
4.3x 10°addresses. The number of possible IPv6 addresses is so large that many analogies and

metaphors have been created that attempt to convey its magnitude. For example, if each IPv6 address
weighed one gram, the sum total weight of all IPv6 addresses wegdeater than the weight of 56

Earths. The available address space under IPv6 is generally considered to be sufficient for the foreseeable
future, even considering the historical growth of the Internet and the devices expected to connect to it in

the fuure. See Figure & for a comparison of IPv4 and IPv6 addressing conventions.

32-bit IPv4 address
‘ YYY ‘ YYY ‘ YYY ‘ YYY ‘

= 8 bits

(Resulting in 4,294,967,296 unique IP addresses)

128-bit IPv6 address

+————— Network prefix >ie Interface ID ———
(Describes network location) (Provides unique identifying number)

| xxxx [ xxxx [ xxxx [ xxxx | xxxXx | Xxxx | xxxx | xxxx |

XXXX | =16bits

(Resulting in 340,282,366,920,938,463,374,607,432,768,211,456 unique |IP addresses)

Source: GAO.

Figure 3-5. A Comparison of IPv4 and IPv6 Addressing’
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The constraints of IPv4 addressing were major considerations when iihe8sidg was designed. The

IPv6 addressing architecture is different not only in terms of address length, but also in terms of address
types, address notation, and address aggregai®uiscussed isection 2as well adater inSections 3

and4, each of these differences enables new features in IPv6.

In both IPv4 and IPv6, Dynamic Host Configuration Protocol (DHCP) and the Domain NareenSyst

(DNS) can be used to assign, monitor, administer, and change IP addresses. IPv6 also includes an
autoconfiguration capability for assigning IP addresses to hosts. Due to the smaller amount of address
space available with IPv4, address management fiers ot complex, with some organizations

manually tracking address assignments. The longer, more complex IPv6 addresses, as well as the much
larger amount of address space, will most likely require the use of address management tools to avoid
errors.In IPv4, it is customary to allocate addresses sequentially, whether they are allocated manually or
using DHCP. In I1Pve, with an address space | arge
addresses should be allocated-seqguentially (e.g., randomlyfo preserve that advantage.

3.2 IPv6 Address Allocations

IPv6 addresses have a flexible structure for address assignments. This enables i&¥stmesywork
designersand others to assign address ranges to organizations and networks based onctiieisnt

such as size of networks and estimated growth rate. Often, an initial assignment does not scale well if a
small network becomes larger than expected and hence needs more addresses. The assignment authority
may not be able to allocate contiggaaddresses if they were already assigned to another network.

Section 3.2.describes address assignments using leftmost, rightmost, and centermost strategies. With
these methods, organizations have the iéit to aggregate their IPv6 address allocations efficiently.
Section 3.2.2xplains how organizations can obtain IPv6 addresses allocations globally through several
regional registry services.

3.2.1 IPv6 Address Assignments

IPv6 network prefix assignment is the first step in network deployment. Understanding several methods
such as leftmost, rightmost, and centermost helps provide for flexibility and efficient aggregation of an
assigned IPv6 bloclas describdin RFC 3531 A Flexible Method for Managing the Assignment of Bits

of an IPv6 Address BlocKf done without foresight, boundaries between-allfications become difficult

to move, and future increasedlire use ohddress space cannot be kept contiguous.

The easiest but least flexible solution is to make block address assignment in order from the beginning of
the organizationés allocated | Pv6 bl ock. For exa
2001:0db&0%::/48, prefixes can be distributed in simple sequential order:

2001:0db&095:0001::/64
2001:0db&095:0002::/64
2001:0db&095:0003::/64

This is the simplest way to distribute address assignments, but it lacks consideration for future needs and
does notake into account grouping networks by site for clean routing aggregation. Additionally, this
method makes it impossible to make an existing network assignment larger aiitd &ddpess space
contiguous.
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RFC 3531proposes a method to manage the assignment of bits of an IPv6 address block or range. First,
the scheme defines parts of the I P address as pl,
of these parts contiguously. Boundaries between eachngarased on the prefix assigned by the next

level authority. Part (pl) is the leftmost part probably assigned to a registry, Part (p2) can be allocated to

a largelSPor national registry. Part (p3) can be allocated to a large customer or a smalldgrpeic.

Each part can be of different length.

[N

pl p2 p3 p4 pN

a IPv6 addresses A

The algorithm for allocating addresses is as follows: {pilthe lefemost part, assign addressemgghe

leftmost bits first (pN) for the rightmost part, assign addresses using the rightmost bitafidstor all

other parts (center parts), predefine an arbitrary boundary (prefix) and then assign addresses using center
bits of the part being assigdfirst.

This algorithmincreases thassigned bits in such way that it keeps unassigned bits near the boundaries
between the parts. This means that the boundary between any two parts can be changed forward or
backward, later on, up to the assigned b8ee Table 3 for the assignment of leftmost, centermost, and
rightmost bits.

Table 3-3. Assignment of Leftmost, Centermost, and Rightmost Bits

T Leftmost T Centermost T Rightmost

Binary Hex Binary Hex Binary Hex
0000 0000 00 0000 0000 00 0000 0000 00
1000 0000 80 0000 1000 08 0000 0001 01
0100 0000 40 0001 0000 10 0000 0010 02
1100 0000 Co 0001 1000 18 0000 0011 03
0010 0000 20 0000 0100 04 0000 0100 04
1010 0000 A0 0000 1100 ocC 0000 0101 05
0110 0000 60 0001 0100 14 0000 0110 06
1110 0000 EO 0001 1100 1C 0000 0111 07
0001 0000 10 0010 0000 20 0000 1000 08

A brief example based dRFC 3531uses a provideralledP1. This provider has been assigned the
3ffe:0b00/24 prefix and wants to assign prefixes to its atbedenetworks. It expects in the foreseeable

future a maximum of 256 customers consuming 8 bits. One of these customers, named C2, expects a
maxi mum of 1024 customersd assi gnRFE BBIforgeateter it ,
detail). The assignment will be as follows, not showing the first 24 leftmost bits (3ffe:0b00/24 or 0011
111111111120 0000 1011):
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P1 assigns address space to its customers using leftmost bits:

1000 0000 : assigned to customer 1 (C1)
0100 0000 : assigned to customer 2 (C2)
1100 0000 : assigned to customer 3 (C3)
0010 0000 : assigned to customer 4 (C4)

C2 assigns address space to its customers (C2C1,
0000 10000 : assigned to C2C1

0001 00000 : assigned @2C2

0001 10000 : assigned to C2C3

Customer of C2 uses centermost bits for maximum flexibility and then the last aggregators (which should
be networks within a site) will be assigned using rightmost bits.

Putting all bits together for C2C3:

P1 Cc2 c2C3
Hex 3ffe:0b00 40 0C
Binary ‘ 0011 11111111 11100000 1011 0100 0000 0000 1100 00
a A a A
growing bits

By using this method, P1 will be able to expand the number of custandrthe customers witle able
to modify their first assumptions about the size of their own customers, until the reserved bits are
assigned.

Predicting future network requirements will always be a challenge with ever changing business needs and
unforeseen technological advaaceNonetheless, a strategy to account for organizational needs, possible
growth areas, and consideration to address assignment will provide as much downstream flexibility as
possible.

3.2.2 Obtaining Globally Routable IPv6 Address Space

The Internet Corporatiofor Assigned Names and Numbers (ICANN)nd IANA™ have delegated most
IPv6 address allocation to five Regional Internet Registries (RIR):

< Africa and the Indian OcedAfriNIC), http://www.afrinic.net/or
http://www.afrinic.net/registrationServices.htm

< Australia, Oceaniaand most of AsigAPNIC), http://www.apnic.netbr
http://www.apnic.net/policy/ipv@&ddresspolicy

< Europe parts of Asiaand the Middle EagRIPE NCQ, http://www.ripe.netor
http://www.ripe.nefrs/index.html

13
14

ICANN, Address Suppart
IANA , Number Resources
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< Latin America and the Caribbe@tACNIC), http://www.lacnic.netbr http://lacnic.net/en/bt
IPv6.html

< North America(ARIN)*®, http://www.arin.netbr
https://www.arin.net/resources/request/ipv6 initial assign.html

ISPsfind information about their regional registries at these Web.siB¥ganizations and end users get
their address allocations from their ISPs. Normally, a RIR allocates a /32 address to qualified ISPs,
which are called Local Internet Registries (LIR), and the ISP allocates /48 addresses to its clistomers

American Rgistry for Internet Numbers (ARIN) is allowing some large government agencies to get
provider independent (PI) IPv6 address assignments, defined inGARINnber Resource Policy Manual
(NRPM) Section 6.5.8Direct Assignments from ARIN to enser organiztions . To qualify for a

direct assignment, an organization must notrb#*a6 local Internet registry andustqualify for an

IPv4 assignment or allocation from ARIN under the IPv4 policy currentfféct. If thesecriteriaare

met, an organizatiois eligible to receive a minimum assignment of /48, and with justification can request
additional subnets. These assignments will be made from a distinctly identified prefix with a reservation
of growth of at least /44.

From one point ofiew, the caséor Pl assignments can allow for a small number of large organizations
to avoida significant expense due to adsreenumbering. In addition, organizations may not want to be
locked in to a specific Internet provider. On the other hand, the main cemegarding Pl assignment
includetwo major issues. The first is the possibility of a large increase in the size of the IPv6-itetault
routing table these tables generally point only todepel domains of aggregated routéd assignments

do not ft into the normal aggregation and will increase the size of these t&#esndly, the fear is that
early adopters, similrto IPv4, would have an unfair advantage &isis those who adopted later.

IPv6 address allocation is designed to allow rauprefix aggregation. 1Pv6 network addresses may be
aggregated in the same sense that IPv4 CIDR addresses are. IPv6 address allocation is based on the
hierarchy mentioned previously, and allocated blocks of addresses are widely dispersedtieith top

al ocations having networ k pr ef ofaderesses that@GRallbe t s . T
aggregated through a single route advertisement on the Internet backbone.

Consider routing prefix aggregation for a large backbone service provitlersefvice provider,
hypothetically, receives a block of address space withlzEt3fetwork préix. In turn, the provider

allocates this address space to customers. Those customers could be multiple regional network service
providers or large enterpris¢hat receive blocks of addresses witkhit&etwork prefixes from that

single large backbone service provider. Subnets within those enterprises and smaller regional service
providers may have address space witthiésetwork prefixes.

This arrangem& may easily result in tens of millions of nodes attached to millions of subnets, all of
whi ch are aggregated and reachable via the gl obal
routers.

IPv6 address allocation is a work in progre@sgarizations should familiarize themselves with

15 AR Nkiscontains general information about IPv6 as well as pointers to relevant ARIN policies.

16 |CANN, Global Policy for Allocation of IPv6 Space
7 ARIN, IPv6 Policies section 6.5Birect Assignments from ARIN to enser organizationandPolicy Proposal 2004,
Providerindependent IPv6 Assignments for End Sites
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assignment and reporting requirements that differ from those for BR@.31771AB/IESG
Recommendations on IPv6 Address Allocations to, $itesiments an ongoing effad provide the latest
information for the Internet community regarding current practices, status, and clarifications for IPv6
address allocationsARIN*® will document its policyas well.

3.3 IPv6 Header Types, Formats, and Fields

Thedesign of thdPv6 headeis the culmination of lessons learned from more than 20 years of

experience with IPv4. Two primary design goals for the new header were efficiency and extensibility.

The IPv6 header is always 40 bytes long and contains only eight fields, whereasdBedsmay be as

short as 20 bytes or as long as 60 bytes and contain at least 12 different fields (some of which may be
unused). When comparing these attributes, it becomes apparent that the IPv6 header is simpler and more
efficient to processThree eamples are:

< The checksum has been removed, because error checking is usually performed in link layer
and transport layer protocols.

< Fragmentation has been relegated to an extension header, the minimum MTU has been
increased to 1280 bytes, and fragmentagiod reassembly are only performed by endpoints.

< Routers have to examine more than thdoyi®@ header only when tidext Header (NHjield
is zero.

The design also pays careful attention to alignment fdyibgrocessors; for example, the addresses are
aligned on 64bit boundaries.

The constant size of IPv6 headers makes the header length field found in IPv4 unnecessary. Routers and
intermediate nodes handling the packets are not required to accommodate variability in the length of the
headers, which explées packet handling. The IPv6 header format is illustrated in Figéire 3

Version (4) | Traffic Class (8) Flow Label (20 bits)

Payload length (16) NextHeader (8) Hop Limit (8)

SourceAddress (128 bits)

DestinationAddress (128 hits)

Figure 3-6. The IPv6 Packet Header Format (Field Sizes in Bits) (REC 2460)

The fixed length of the IPv6 header does not preclude flexibility in favor of function. Options are
handled with extension headers, which are describddtail in the next section. The following are the
eight fields in the fixed IPv6 header:

< Version. This is the ersion of the protocol. This is abdt value and must equal 6 (in binary,
0110).

8 ARIN, IPv6 Policies
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< Traffic Class. Traffic class indicates thgpe of traffic or service. Thigightbit value isthe
same as type of service (BQin IPv4 and tags packets for special treatment during
transmission.REC 2474 Definition of the Differentiated Services Field (DS Fietd)he IPv4
and IPv6 Headersdescribes how the Traffic Class field in IPv6 can be used. The Traffic
Class field in the IPv6 header is referred to adiifilerentiated Serviced)S) field in REC
2474 as well ashe TGS field in the IPv4 header.

< Flow Label. This is a 2¢bit value used to identify packets belonging to the same flow or
stream of data. It plays an important role in Quality of Service (QoS) differentiation under
IPv6 (discussed iBection 4.3.

< Payload Length Payload length is thehgth of data carried aftthefixed IPv6 header.
This 16bit field identifies the length of the payload to which theb4€e header is attached.
The Payload Length field represemihe payload length as an unsigned integer with a
maximum value of 65535, so the maximum length is 40 + 65535 = 6%BA& limit can be
extended with the Jumbogram Hbp-Hop Option discussed fRection 4.5

< Next Heade. Next Header (NH) aatains a protocol number for an extension header or upper
layer protocol. Called the Protocol Type field in IPv4, k¢ field is part of a chainfo
headers.SeeSection 3.40r a complée description.

< Hop Limit. Hop Limit defines the maximum number of hops a packet canitrdings same as
the Time to Live (TTL) field in IPv4 (The IPv4 TTL was originally defined as a number of
seconds, but it almost always means hop count.) Inteateediddes decrement this unsigned
eightbit value byonefor each node the packet traverses. For example, if a packet source sets
the Hop Limit tofour and there are four routers and five hops in the path between source and
destination, the packet is desded by the fourth router. That packet never reaches the
destination, because the packet has a hop limit valeeroafter being processed by the
fourth router. Generalized TTL Security Mechanism (GT&MWesigned to proteetrouter
or BDCGPAHPEransmission Control Protocol/Internet Protoddsed control plane from
variousattacksoriginating off of the local link It is a simple security mechanism that avoids
theseremote attacks by reqirg a maximum TTL or Hop Limit for incoming packetény
packets from a remote attacker would have to travel through at least one intervening router
would have a lowethanrmaximumTTL or Hop Limit (255 hops)andwould be dropped on
receipt. This mechanism based on an expected TTL value can providepéesaind
reasonald defenseagainsinfrastructure attacks based on forged protocol padiats
external sourced his is further described IRFC 5082

< Source Address This is a 12&it value representing thenicasttPv6a d dr ess of t he p
source. IPv6 addressing is discussefigntion 3.1

< Destination Address This is a 128&it value representingtheNBPa d dr ess of t he pa
destination. It may be a unicast, multicastanycast address.

A packet capture of an IPv6 header is illustrated in Figufe 3
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B Internet Protocol vVersion 6

version: 6
Traffic class: 0x00
Flowlabel: 0x00000
Payload Tength: 24
Next header: TCP (0x06)
Hop Timit: &4
Source address: 2001:0:53aa:64c:0:7fff:b85C:4985
Destination address: 2001:200:0:8002:203:47ff:fea5:3085
# Transmission Control Protocol, Src Port: 51001 (51001), Dst Port: http (80), sSeq: 0, Len: O

Figure 3-7. Example IPv6 Packet Header

34 IPv6 Extension Headers

Extension headers provide major services and functions for the IPv6 protocol. As discussed, the IPv6
heackr is much simpler with its eight fields and-Bfte header allowing faster processing. Moreover,

IPv6 has a new way to deal with options that has substantially improved processing: it handles options in
additional headers called extension healiEstension headers are inserted into a packet only if the
options are needed.

Within the IPv6packetheader and its eight fields, the first extension header is identified in the NH field.
In IPv6, optional Internefayer information is encoded in separate headers that may be placed between
the IPv6 header and the uppayer header in a pack@®FC 2460. Therearea small number of such
extension headers, each identifiedadistinct NH value (see Tabled3IPv6 Extension Headers and
Upper Layer Protoco)s An IPv6 packet may carry zero, one, or mexension headers, each identified
by the NH field of the preceding header dindsforming a chairillustrated below in igure 38. TheNH
fieldsindicate the Routing extension hegdext, the Fragment extension headee ESP extension
headerand finally, the TCP header.

Routing

Fragmentation

Security Header

TCP Header
IPv6 Header Header Header (ESP) + Data
Next Header = Next Header = Next Header = Next Header =
Routing Fragment Security (ESP) TCP

NN NN

Figure 3-8. Next Header Fields in IPv6 and Extension Headers

Except br Hopby-Hop Options, extension headers are examined or processed only by the node identified
in the Destination address field of the IPv6 header (or a set of nodes, in the case of rhaltidast)st

be proessed strictly in the ordér whichthey appear in the packet. The HopHop Option Header is
indicated by the value ze(0) in the NH field and requires that information within the packet be

examined and processed by every node along the path aidketp
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version | Traffic Class Flow Label
Payload Length Next Header Hop Limit
Source Address

Destination Address

Next Header Length
Extension header content
P o
Next Header Length
FAYA
f‘,ﬁﬁ Extension header content /]J

Upper Layer Packet Header
(TCP, UDP, etc.)

Figure 3-9. IPv6 Extension Header Chaining®

Figure 39 illustrates further how thBH field in the IPv6 packet header points to the following header in
a chain ofNHs, which defines the different parof the payload in the packet. In this exampleNHe

field of the last extension header in the packet contains the type of thelaygreprotocol, e.g., TCP
(value 6) or UDP (value 17). See Tabild 8r the most commoNH values. The IPv6 speciition

(REC 2460 defines siXNH values or extension headei®ther extension headers such as the Mobility
Header are defined elsewhere.

< Hop-by-Hop Option header. NH value of Qin the IPv6 base headefhis heademust occur
first andis used to carry optional information that must be examined by every node along a
packet 6s del i vNHvgue /s aerohthethenddb knows to bxamine the
contents of one anoreoptions contained in thextension headerAn example is the
Jumbogram IPv6 option, which allows IPv6 to transport packets larger than normal.
Jumbograms are discussedSection 4.5
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< Routing Header. NH value of 43 in the immediately preceding headdre Routhg Header
is used by an IPv6 source (sending host) to list one or more intermediate nodéstetsed
on the way to a packet 6s do\Nelsxtensiorato directna.packefl h e
through a certain pathn IPv4, this is calledhe Loose Source and Record Roapgion. The
Type ORoutingHeademwasidentified as a security risk, because it may allow attackers to
bypass firewalls and carry out denial of service or other attacks. For these reasons the IETF
deprecated the use ©fpe0 Routing Headexr(RFC 5093. The Mobile IPv6 specification
defines a Type 2 Routing Header which allows the data exchange between-thfeacliress
of a mobile node and a correspondent node without beingd dltough the home agent.

Mobile IPv6is discussed isection 4.4

< Fragment header NH value of 44 in the immediately preceding headéris header issed
by an IPv6 source to send a packet larger thaR#eMaximum Transmission UnfPMTU)
to its destination Each fragment of a packetust have the same identification value as well
as identical source and destination addresses. Fragmentation in IPv6 is performed only by
source nodes, not by routersalang pac ket 6 s dleMediMRY4.y pat h as

< Authentication header. NH value of & in the immediately preceding headédihe
Authentication header issad to provide connectionless integrity and data origin
authentication for IP datagrams and to proydeectionagainst replays. Also knovas
IPsecAuthenticatiorHeader (AH), this capability is used in IPv4 as well as IPv6. IPsec is
covered inSection 5.3

< Encapsulating Security Payload headerNH value of ® in the immediately preceding
header.This header issed to provide confidentiality, data origin authentication,
connectionless integrity, an améplay service (a form of partiaéquence integrity), and
limited traffic flow confidentiality. Also known asé IPsed&ncapsulatingsecurity Payload
header (ESP), this capability is used in IPv4 as well as IPv6 to provide the same functions as
AH and alsg optionally,confidentiality. IPsec as well as AH and ESRovered inSection
5.3

< Destination Options header NH value of 60 in the immediately preceding headéris
header is sed to carry optional information thatneedb e exami ned only by
destination node(s). Intermediate nodes Whichthe IPv6 basbeader destination address is
not the address of the current nadenore Routing Header processing is requideinot
examine théestination Optioaheader TheDestination Optioaheader works similarly
to the Hopby-Hop Option headeas it may carrpne or more options, where each option is
encoded inypelengthvalue format. A node receiving a packet that matches the IPv6
destination address examines Mt field, notes the presence of a Destination Otiand
processes the Destination Opsdefore forwarding the payload to the upper layer protocol
A Destinations Options header could appear before or after an ESP header; however, it should
be placed after an ESP header for increased protection.

< Mobility header. NH value of 135 in the immedgly preceding header. This header is used
by a mobile node, correspamntnode, and home agent to manage mobile IPv6 bindings.
Mobile IPv6 MIPv6) provides enhanced security, streamlined administrative protocols, and
greater efficiencgompared with Motte IPv4. MIPV6 is covered irSection 4.4

Extension headers are established at the source before transmission of the packet. Their order and
contents are not altered by intermediary nodes.
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Extension headers @vide important services and functions for the IPv6 protocol. Theydinagt

intermediary nodes about hgwacket payloaslare to be handled prior to reaching their ultimate
destination Defined extension headers for the IPv6 protsboluldoccur in a ecommended ordeiRFC
2460Q Internet Protocol, version 6 (IPv6) Specificatiamgicates that future extension header

specifications may be more precise when it comes to ordefimgccommodate the definition and

deployment of additional extension headers, each extension header includes information that instructs the
receiver how to behave if it does not recognize a new extension header type. The two basic types of
behavior are: skip the unrecognized extensiomiéehut continue processing the packet or discard the

packet.

The following table illustrates the recommended order for extension headersh®mppby-Hop

Optionsarerequiredby the specification to be placed immediately after the IPv6 header (itiral
header o) .
RFEC 2460recommends the first four extension headers be prioritized according to the first fourientries

|l Pve Anext

the table below.

Note that mor e t han

Table 3-4. IPv6 Extension Headers and Upper Layer Protocols™®

Extension Header ‘ Type ‘ REINETES
Hop-by-hop Options 0 used for options that apply to intermediate routers
Routing 43 used for source routing
Fragment 44 processed only by the final recipient
Destination Options 60 used for options that apply only for the final recipient
Authentication header (AH) 51 used for IPsec integrity protection
Encapsulating Security Payload 50 used for IPsec integrity and confidentiality protection
(ESP)
Mobility 135 used for managing mobile IPv6 bindings
Protocol ‘ Type ‘ Remarks
TCP 6 protocol type for Transmission Control Protocol
UDP 17 protocol type for User Datagram Protocol
IPv6-in-IPv6 41 protocol type for IPv6 in IPv6 tunnels
GRE a7 protocol type for Generic Routing Encapsulation tunnels
ICMPV6 58 protocol type, Internet Control Message Protocol for IPv6
No next header 59 dummy packet, often used with ESP
OSPF 89 protocol type, Open Shortest Path First version 3 routing
protocol
PIM 103 protocol type, Protocol Independent Multicast routing
SCTP 132 protocol type, Stream Control Transmission Protocol

A NH value of 43 causes the node specified in the Destination Address to exaniRoeiting Header

one

for further routing instructionsA Routing Heademnitially contains (1) an ordered list of intermediate
Destination Addresses that the packet traverses on its way to its final destination at the end of the list and

(2) a pointer to the first one of these. Each time the Destination #sluir¢he IPvéheader is reached,

the next Destination Address from tReuting Headeis swapped with the Destination Address in the
IPv6 header, and the pointer in tReuting Headeis advanced until the final destination is reached.

19

A full list of Extension Headerand Uppet.ayer Protocol€an be foundt IANA, Protocol Numbers
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Note that, fron asecurity point of viewsimply examining the Destination Address in the IRgéder

may not provide all of the information needed to make packet filtering deciginr@nplification attack,
resulting in severe congestion and DoS, can be caused by adbl@Routing Header containing
multiple instances of the same address. Thus, it is crucial to perform ingress filtering that prohibits the
forwarding of packets with a Type 0 Routing Hea@FC 5095.

TheNH field and the related extension headers provide IPv6 with flexibility and extensibility, while
taking advantage of fixelkngth headers with a reduced number of fields as compared with NP4,
functionality in IPv6 provides the foundation for enhanceglises such as IPv6 security and mobility.
They should be kept in mind when securing IPv6 networks, to be discussed later in this document.

Using extension headers can have a number of security implicaBackets containing hepy-hop

extension headsmust be analyzed at every node along the forwarding path, and can potentially cause a
resource consumption attaékxtension headerdsoincorporate additional complexity for the purpose of

traffic filtering. An example ignforcing a policythat blocls IPv6 traffic with mobility headers ifRv6

mobility is not being used by an organization. Incorporating extension header filtering policies may also

i mpact a deviceds overall per f or rBactioo @andiICMPV6! t er i ng
recommendefiltering recommendations are providedTiable 37. Extension headers can also be used

as a ficovert channel o to hide communications betw

3.5 Internet Control Message Protocol for IPv6 (ICMPv6)

The IPv6 specifications redefine the Internet Control Message Protocol (ICMPY4fiith a number of
additions and changed.he resulting protocol is documentedRRC 4443and caled ICMPvV6. Specific
details regarding ICMPV6 are provided here, along with examples of how the protocol differs from its
counterpart undePv4.

ICMPV6 is an integral aspect of thevb specification.It reports errors if packets cannot be processed
properly and sends informational messages about the status of the nef\naygerational Pv6 network
depends upon proper implementation and funatipnof ICMPV6. To achieve securBv6 operations, it

is crucial that network administrators and managederstand the design of ICMPv6 and how it
functions. Managers oPV4-only networks should consider adding the capability of detecting ICMPv6
traffic to enhance security on their networks.

ICMPV6 provides IPv6 with administrative and network diagnosticfions. ICMPV6 provides familiar

capabilities likeping anddestination unreachableln IPv6, as in IPv4, ping can be used by network
administrators as a diagnostic tool to confirm th
to specificl CMPV6 requests, called echo requests. ICMPv6 also makes new featuidsidjkbor

Discovery(ND) and path MTU discovery possible within IPVD, described irRFC 4861 is the

process by which an IPv6 node magrteimportant information such as link layer addresses of interfaces

on its own link.

NDef fectively replaces the Address Resolution Prot
messages eliminate the need for the-lalel broadcast messages assedatith ARP.

3.5.1 ICMPv6 Specification Overview

This section provides an overview of the ICMPV6 specification. The intent of this section is to introduce
the reader to fundamentals of the ICMPV6 specification: message format, error handling, and diagnostics.
As mentioned previously, specific applications of ICMPMA (U discovery, ND, etc.are defined in their
respective RFCs.
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A standardPv6 header precedes every ICMPv6 message. RieHeader may or may not contain
extension headerslhe Pv6 header idntifies the ICMPv6 header withNH value of 58.

ICMPV6 messages have the following general foriiastrated in Figure -3.0:

0 1 2 3
01234567890123456789012345678901

o e e o o e e e i e

Type Code | Checksum

B e S e 2 e e S R S it S

\
+ Message Body +

B S S e S e s i S i ot

Figure 3-10. ICMPv6 Message Format

< Type. Indicates the message type. Téightbit value determines the format of the
remaining dataseeTables 35 and 36, below.

< Code Depends on the message type (see below). €lgiigbit value is used to create an
additional level of message granularity.

< Checksum This 16bit field is used to detect data corruption in the ICMPv6sags and
parts of thePv6 header.In ICMPV6, the checksum calculatiamcludes portions of the IPv6
header, called a pseutieader, since these fields are not contained within the ICMPV6 data
Thereason for the change is to protect ICMP from misdgfieercorruptionof those fields of
the IPv6 header on which it depends, which, unliRe4, are not covered by dnternetlayer
checksum. The Next Head@&ld is includedin the pseuddeader for ICMRandcontains the
value 58, whichdentifies the IPv6 version of ICMP.

< Message Body Field length varies depending on the type and code of the me$€afjeve
messages are grouped into two classesr messageandinformational messages

The ICMPV6 specification defines two classes of ICMP messages and informational. @er
protocols such as Mobile IPv6 define additiomassages within each claskables 35 and 36 provide
an overview osome of the most commanessage typé% along with the additional code information,
which depends on the s&age type.

2 Thefull list of ICMPv6 Message Numbers and Codes can be fatitite IANA ICMPv6 Registry
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Table 3-5. ICMPv6 Error Messages and Code Type

Message Message Type Code Field
Number

1 Destination Unreachable 0 = No route to destination

1 = Communication with destination administratively
prohibited

2 = Beyond scope of source address

3 = Address unreachable

4 = Port unreachable

5 = Source address failed ingress/egress policy
6 = Reject route to destination

Packet Too Big Set to 0 (zero) by the originator and ignored by the receiver

Time Exceeded 0 = Hop limit exceeded in transit
1 = Fragment reassembly time exceeded

4 Parameter Problem 0 = Erroneous header field encountered
1 = Unrecognized Next Header type encountered

100 and Private Experimentation REC 4443
101
127 Reserved for expansion of REC 4443

ICMPV6 error messages

Table 3-6. ICMPv6 Informational Messages

Message ‘ Message Type ‘ Code Field
Number
128 Echo Request RFC 4443. Used for the ping command
129 Echo Reply
130 Multicast Listener Query RFEC 2710. Used for multicast group management
131 Multicast Listener Report
132 Multicast Listener Done
133 Router Solicitation RFC 4861. Used for neighbor discovery and autoconfiguration
134 Router Advertisement
135 Neighbor Solicitation
136 Neighbor Advertisement
137 Redirect Message
200 and Private Experimentation RFEC 4443
201
255 Reserved for expansion of RFEC 4443
ICMPV6 informational
messages

Error messages are used, for exanipke transmitting node sends a packet of 1500 bytes, but an
intermediary hop has an MTU of ony300. The intermediary node then sends an ICMPv6 Packet Too
Big (Type = 2) error message to the sender with information about the préldef@MPv6 error
messages, the sender includes, at least, the start of the packet causing the error to altgineatioe i
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the packet to identify the uppkayer protocol and perhaps the process that sent the pltkenational
messages may contain configurati onRouef or mati on
Advertisement (RA) message

3.5.2 Differences between IPv6 and IPv4 ICMP

Several differences exist between the ICMP specifications for IPv4 and IPv6. These includdlusing
replace ARP, dynamic PMTU discovery, and several automated administrative functions unique to IPv6.
In particular, some of theskfferences are:

< Next Header Value IPv6 identifies ICMPv6 messages witlN&l value of 58. In IPv4, the
corresponding next protocol value is 1.

< Neighbor Discovery(ND) replaces ARP The ICMPvV6ND function serves to locate link
local neighborsand issimilar to the function of ARP with IPv4However, IPv4 has no means
to detect whether a neighbor is reachable. With IPv6|ddBtes linklocal routersidentifies
duplicate IPv6 addressemdeliminates the linkocal broadcast traffic generatbyg ARP.
This substantially improves packet delivery in case of failed routers or link interfaces that
changed their linkayer address, which solves the problem of outdated ARP caches.

< IncreasedPMTU. The minimum MTU that nodes are required to handle underif*546
bytes. In IPv6, all links must handle a datagram size of at least 1280 bytes, and the minimum
recommended MTU is 1500 bytes. This is a dramatic increase in the minimum payload each
packet must be able to carry, and it results in higher efficibacguse fewer headers may
need to be processed for a given amount of data.

< Elimination of in -transit packet fragmentation through the use of PMTU discovery In
IPv4, packets may be fragmented at any point: at the source or in trar@itdrgforwardng
those packets. In IPv6, only the source may fragment packets. The result of this requirement
is that the packet source must use ICMPV6 to determine the PMTU prior to sending traffic and
perform fragmentation where needed. The destination nodepserfeassembly of
fragmented packets under both IPv4 and IPv6.

< Multicast Listener Discovery (MLD). This is a set of three ICMPVv6 messages equivalent to
version 2 of the Internet Group Management Protocol (IGMP) for IRBedto manage subnet
multicast memebrship. Instead of using IGMP, IPv6 uses ICMPv6 messages for the same
functionality, now called MLD. MLD is the protocol that allows multicast listeners to register
for multicast addresses they want to receialike IPv4, IPv6 does not have broadcast
addressesln IPv6, multicast is used with ICMPV6 for infrastructure applications like
neighbor discovery and autoconfiguration on local linlid/6 multicast addresses have new
capabilities such as scgpehich limits the network realm in which a muligt address is
applicableand embedded unicast prefix@gich limit the scope of the address to the portion
of the network that is addressed by that prefix

ICMPV6 specifiesa frameworkior controlmessageto provide IPv6 with error handling and paraaret
establishment functions. Sever al of I CMPv606s
FurthermorelCMPV6 is a fundamental and essential component of any IPv6 implementation. For
example, no IPv6 or dual stack IPv4/IPv6 network can fangiroperly without ICMPV6. The next
sectionscontainmore detail abouND, Autoconfiguration, and the security ramifications of ICMPV6.
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3.5.3 Neighbor Discovery

ND, described irRFC 4861 is the process by which an IPr6de may learn important information such
as link layer addresses of interfaces on the same local segNIereffectively replaces the ARP found
in IPv4. Additionally, it combines this with ICMP Router Discovery and Redirect capabilities. This
subsectia describe®\D in brief, and improvements over the IPv4 set of protoamsoted.

IPv4 is limited in determining whether a neighbor is reachable. The Neighbor Discovery Protocol (NDP)
for IPv6 specification is used by all nodes, hosts and routev$. nistles us&lD for the following
purposes

< For autoconfiguration of IPv6 addresses

< To determine network prefixes and other configuration information

< ForDuplicateAddress [Rtection (DAD)

< To determine layer tavaddresses of nodes on the same(liwakiress resolution)
< To find neighboring routers that can forward their packets

< To keep track of which neighbors are reachable and which arBleighpor Unreachability
Detection,or NUD)

< To detect changed liAlayeraddresses

As described ilRFC 4861 nodes use ND to determine the Haler addresses for neighbors known to
reside on attached links and to purge cached values that become invalid. Hosts also use ND to find
neigtboring routers that are willing to forward packets on their behalf. Finally, nodes use the protocol to
keep track of which neighbors are reachable and which are not, and to detect chardggdrlink

addresses. When a router or the path to a routerddilsst actively searches for functioning alternates.

ND plays an important role in addresstmecausdt provides address resolution and address

autoconfiguration. Tése areaccomplished through the different processes ilNibgrotocol which

consiss of five different ICMP packet types: a pairRbuter SolicitatiorandRouter Advertisement

messages, a pair of Neighbor Solicitation and Neighbor Advertisement messages, and a Redirect message
(listedaboveunder ICMPV6 informational message®FC 4861defines the purpose of these messages

which are all sent via multicast ICMPv6

< Router Solicitation (RS). When an interface becomes enabled, hosts mayR8adat
request routers to gener&Asimmediately rathethan at their next scheduled time.

< Router Advertisement (RA). Routers advertise their presence together with various link and
Internet parameters either periodically or in responseR6& message RAS contain prefixes
used for ofink determination andddress configuration, a suggested hop limit vahee,
Maximum Transmission Unit (MTU) for the linkfc.

< Neighbor Solicitation (NS) NodessendNSsto determine the lirkayer address of a
neighbor or to verify that a neighbor is still reachable cached linklayer address.
NSsare also used for Duplicate Address Detect®AD).
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< Neighbor Advertisement (NA). A response taNSmessage. A node may also send

unsolicitedNAs to announce a linkayer address change.

< Redirect Message Used by routertd inform hosts of a better first hop for a destination.

A common use of thBISandNA messages i® resolve IP addresses by discoveringht#eC (Media
Access Controladdresss of nodes onthesame link sender must di
address to send a data packélgure 311 illustrates this example of ttN\D process.

Host A (sender)

— TR )

MAC: AA-BB-CC-00-00-AA
IPv6: 2001:DB8::1234:5678:AAAA

MAC: AA-BB-CC-00-00-BB
IPv6: 2001:DB8::1234:5678:BBBB

Host B (intended recipient)

Multicast Neighbor Solicitation (NS) messageto @——mn——— 3=
FF02::1:FF78:BBBB .
who is 2001:DB8::1234:5678:BBBB?

Neighbor Advertisement (NA) message to
4+— 2001:DB8::1234:5678:AAAA (MAC AA-BB-CC-00-00-AA) —
use MAC AA:BB:CC:00:00:BB

Figure 3-11. Example of Neighbor Discovery

scover the

For NS, the sending node (Host A) knows the unicast address of the destination node (Host B) is local
because of the networkedix. Knowing this, it uses a linlocal solicitednode multicast address to send
its NS message. The process that allows the sending node to resolve tlisdinKIAC address is as

follows:

Destination Node Unicast Address:
2001:DB8::1234:5678:BBBB

NS solicited node multicast destination address (ladii#dof the unicast address):
FFO2::1:FFxx:xxxxx  final formA  FFO02::1:FF78:BBBB

The sending node takes tlogv-order24-bits of the unicast address of the destination node andhesas
to fill in the link-local solicitedn o de mul ti cast addr ess wi
message includes both the IPv6 and MAC address of the sender, so the recipient can answer directly and
supply its own MAC addresslhe destination node, knowing its urstaddress, will listen for the
corresponding solicited node multicast address. When the muitieastigarrives at the destination,
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the destination node analyses the packet. Seeing the FF02::1 multicast with the ICMPv6 MAC request,
the destination cloks that it is the intended recipient, updates its neighbor cache, and replie®\with a
sending its true MAC address.

ND is essential to the correct operation of an IPv6 network, as well as associated procedures like NUD
and DAD. Routers must provide rntiohst services correctly and obey scope rules, and interfaces must be
able to receive solicited node multicast messads security ramifications are discussedsection

3.5.8 Secure Neighbor Discovery issdussed irsection 5.4

3.5.4 Autoconfiguration
Autoconfiguration, described RFC 4862is essentially plugndplay networking.

One of the most interesting and potentiaiiyuable addressing features implemented in IPv6, this new
feature allows devices on an IPv6 network to configure addresses independently using atiabedess
autoconfiguratiofSLAAC). Whereas in IPv4, hosts were originally configured manually orhaigi
configuration protocols like DHCP, IPv6 autoconfiguratimesa step further by defining a method for
devices to configure their IP address and other parameters automatically without the need for a server.
Moreover, it also defines a methadnumlering, whereby large numbers of IP addresses on a network

can be renumberedhis subsection describes autoconfiguration in brief as well as several improvements
over the IPv4 set of protocols.

IPv6 defines both Stateful and Stateless address autoaa@tian. SLAAC, illustrated in Figure-3.2,

requires no manual configuration of hosts, minimal (if any) configuration of routers, and no additional
servers. This allows a host to generate its own addresses using a combination of locally available
information and information advertised by routers. Locally available information is delivered to a host
whenrouters advertise prefixes that identify the subnets associated with a link. In turn, a host generates
aninterface identifietthat uniquely identifiesin interface on a subnet. As previously discussed, an
address is formed by combining the two. If a router is not available to advertise subnet prefixes, a host
can only generate linlocal addresses, which are sufficient for allowing communication amoades

attached to the same linik the presence of a router, a host will generate itddio&l address in addition

to other addresses

Stateful autoconfiguratiofor IPv4is knownas DHCP. In this case, hosts obtain interface addresses or
configurationinformation and parameters from a servBHCP ®rvers maintain a databatsekeep track

of which addresses have been assigned to eachTuostiPv6 versionDHCPVE is describedn Section

4.7

As defired inRFC 4862 an IPv6 address can have different states:

< Tentative Address An address whose uniqueness on a link is being verified, prior to its
assignment to an interface. A tentative address is not consideigrebdd® an interface in
the usual sense. An interface discards packets addressed to a tentativeeadelpt$sND
packets related to DAD.

< Preferred Address An address assigned to an interface whose use by upper layer protocols

is unrestricted Preerred addresses may be used as the source (or destination) address of
packets ent from (or to) the interface.
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< Valid Address. A preferred or depretedaddress.A valid address may appear as the source
or destination address of a packet, and the inteooing system is expected to deliver
packets sent to a valid address to their intended recipients.

< Invalid Address. An address that is not assigned to any interfAcealid address becomes
invalid when its valid lifetime expires. Invalid addresdesudd not appear as the destination

or source address of a packet.the former case, the Internet routing system will be unable to
deliver the packet; in thettar case the recipient of the packet will be unable to respond to it.

ICMPv6 Router Solicitation
to FF02::2 (all routers link
local multicast)

A

ICMPvV6 Router
Advertisement Returned:
2001:DB8:53AA:64C::

\

Figure 3-12. Example of Stateless Address Autoconfiguration (SLAAC)
3.5.,5 Path Maximum Transmission Unit (PMTU) Discovery

With IPv4, a router can fragment a packet when the Maximum Transmission Unit (MTU) of the next link
is smaller than the packet iad1to send. The router does this by slicing the packet to fit into the smaller
MTU and sending it out as a series of fragments. The packet is then reassembled at the final destination,
which can be very inefficient. It can also introduce additiondidrafto the network, in the form of an
increased number of smaHl#drannecessary packets, as well as necessitatitrgmemission of packets if

all of the fragments do not arrive within a specific time interval. With IPv6, routers do not fragment
packes; instead, the sender discovers the maximum packet size byPasimlylaximum Transmission

Unit (or PMTU) for theentire path PMTU discovenyis the process by which each node on the network
establishes an important IPv6 parameter for a given commuricsission. The PMTU establishes the
maximum packet size, measured in bytes, which may be carried across a sequence of network nodes.
PMTU for a local network segment can be determined directly from the MTU in RA messages.

The IPv6 specification call®f a MTU of at least 1280 bytes. In other words, all links must accept
packets of any size up through 1280 byt€se minimum recommended MTU for IPv6 is 1500 bytes.

The IPv6 specification does not allow intermediate nodes (such as routers) to fragokets in transit.
Instead, PMTU is determined dynamically and maintained throughout each communication session. By
disallowing fragmentation by intermediary devices, IPv6 achieves a level of efficiency that is generally
not available under IPv4. Intaediate nodes operate faster and with less processing overhead by not
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having to fragment packets, and destinations receive fewer packets requiring reasSamably.
originating nodes know the PMTU, they can in most cases ensure that traffic is sem with n
fragmentation at all.

The PMTU of any given network pathagual tothe smallest MTU along that path. For example, Figure

3-13 depicts two nodes establishing a communications session across three intermediate nodes. The links
to the two end nodes (Ad B) have MTUs of 1500, whereas the links connecting the three intermediary
nodes (1 and 2; 2 and 3) have MTUs of 1300 and 1800, respectively. The PMTU of the network path
between nodes A and B is 1300 bytes. This is because the MTU from node 1 2asodéy 1300

bytes, the smallest of the four hops.

In this example, ICMPV6 is employed by all nodes to recognize and configure the PMTU automatically.
The two endpoints of the path set the PMTU to 1300 without administrative intervention. Theasize of
IPv6 packet traversing this path for this session needs to conform to the PMTU for the path; otherwise it
is dropped and the sender receives an ICMPV6 error message requesting it to retransmit using a smaller
packet size.

<3:MTLI of this path is 13{J>
Host A (sendear)

MTU 1500

2

Host B (intended recipient)
MTU 1500

Figure 3-13. Significance of MTU under IPv6

ThePMTU protocol isdetailed inRFC 1981

3.5.6 Security Ramifications

This section describes security considerations for ICMPv6. Examples include denial of ICMPV6 traffic
that can effectively result in@enial of service condition for a given network. The functionseghbor
Discoveryand PMTU discovery are entirely dependent ugmaproper functioningf ICMPv6. Not

only is propemlNeighbor Discovergonfiguration essential to a functional IPv6 netkydout

misconfiguration of RA and RS parameters can compromise the security of the network.

Rogue routersr misconfigured nodemay be inserted on a local network segment and configured to
propagate falser inaccuratdRA messages. Network nodes on gegment might then learn false

routing information that would result in network traffic being sent through the rogue router. Further,
forged RA messages may be sent from legitimate hosts on an IPv6 network segment, possibly causing
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other nodes to forwandackets to nomxistent routers and resulting in a denial of service orimdime-
middle attack. Additionally, malicious responses to DAD messages can cause denial of service
conditions on a local network segmeDAD can be disabled on specific netwanksecurity device
interfaces to prevemenial of ServiceDOS) attacks Spoofed NS/NA packets can cause redirect or
DOS attacksSecure Neighbor Discovery (SEND) was developed to help mitigate some of the security
issues caused by rogue devices. SHEddiscussed in more detail 8ection 5.4

Router access control lists (A€)l..firewalls, and other security components must be carefully managed
to retain ICMPV6 functionality. Any security measures ontavokk segment must allow IPv6 nodes to
use ICMPV6 to accompliddeighbor DiscoveryPMTU discovery, and other essentadks. If an IPv6
default router on a network segment is unable to receive and reply to legRi8uatessages, nodes
sending those meages ray experience a denial of service conditid®MTU messages should also be
allowed to traverse network perimeters, to enable proper functioning of IPat6-end communications.

Some ICMPV6 traffic€.g.,RSandRA) is only useful on the local segmt, uses linkocal addresses,

and should never be routeBortbased ACLs can be used to prevent any Ethernet port from receiving

RA messages coming inbound to the network from arused computerACLs implemented on

common routers can be configuredailow otherappropriate ICMPV6 traffic to pass despite the presence

of the defauldeny allparameter. Network administrators should confirm the inherent ICMPVv6
capabilities of their routerds oper attgowegnthey st em a
handling of ICMPv6There may be places in the network (e.dgemilitarized Zone DMZ]) where it

makes sense to disatlieighbor Discoveryand use static neighbor cache entries instead.

Any IP network, whether it is IPvdnly or a dual stackPv4/IPv6 network, must have the capability to
detect and examine ICMPv6 and IPv6 packets. Without this capability, rogue IPv6 nodes may be
operating on a network that is intended to handle only IPv4. ICMPV6 is fundamental to the operation of
IPv6 netwaks, and even malicious IPv6 nodes will depend upon ICMPV6 to operate. Network
administrators and managers should evaluate the capability of their existing tools used to monitor ICMP
traffic for similar support for ICMPV6.

Use of IBec to authenticatihe sender and validate the contents of ICMPv6 messages is often not

possible. Additionally, establishing security associations with all possible sources of ICMPv6 messages

is generally not possibl&urthermore, some ICMP messages (e.g., PMTU) may lrmeet from

i ntermedi ate routers, not from the messageds ul ti
IPsec with ICMPV6 is included iBection 5.4.1Due to thignability to establish security associat&n

alternatives should be used to reduce the vulnerability to ICNbag8&d attacks.

It is essential tostablish strict filtering policies in site firewalls to limit ICMPv6 messages that can pass
between the site and the Internetrewall treatment ofCMPV6 traffic requires finegrained handling

than may have sufficed for IPv4. Certain IPv6 features, such as PattDidtavery, require the
transmission of the associated ICMPv6 mességgs, Packet Too Big) for proper functionality. On the
other handmessages associated with other features, like Network Discovery, slobbie transmitted

from outside the local link.

Hence, providing only a blanket "allow all"/"block all* choice f@GMP traffic handling, which may have
been adequate for IPv4, istrappropriate for IPv6. The Federal IPv6 Prdfilequires firewalls to at
least be able to block/allow ICMPV6 traffic selectively based onayglecode.

More sophisticated firewalls can do better: by associatimpectiorspecific ICMPV6 types (suctsa

2L NIST SP 506267, A Profile for IPv6 in the U.S. GovernménYersion 1.0
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Packet Too Big or, in sonsétuations, Destination Unreachable) with the corresponding state réaords
existing connections (TCP, UDP, or SCTP streams), such statefulls can limit even allowed types
to those that could legitimatebe part of pemitted traffic flows.

Table 37 gives recommended ICMPV6 firewall settings ¥arious possible traffic typeshe

iMai ntenance of Communi c ectiorsofrhe ablecassdntedimerer or Me s s ag
sophisticated connectieassociation capabilittementioned abovégsssophisticated firewalls would

have to allow these messages whenawarresponding connection could occur, based on other rules
(e.g.,allowed source and destination addresses).

The recommendations for ICMPV6 firewall filteringTiable 37 arebased orRFC 4890

Recommendation for Filtering ICMPVv6 Messages in Firewdllsese recommendations allow
propagation of ICMPv6 messages needed to maintain functionality of the networkputessages
posingpotential security risksMany ICMPv6 messages should only be used in altin&l context,

rather than entb-end, and filters need to be concerned with the types of addresses in ICMPv6 packets as
well as the specific source addresstihation addresses, and ICMPv6 Typ:-C 489(classifies

ICMPV6 messages according to whether they are designed fto-end communications (traffic to

transit a firewall) or local communications withitirgk (local traffic addressed to an interface on a
firewall). All experimental and undefined ICMPv6 messages should be dropped. ACLs should permit
only those ICMPv6 messages that are requiraded on specific local needs and policdisothers
shouldbe dropped.
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Table 3-7. ICMPv6 Recommended Filtering Actions i Must Not Drop & Should Not Drop

Must Not Drop Should Not Drop

Message (Type)

Transit

Local Transit Local

Maintenance of Communication:
Destination Unreachable (1) i All codes
Packet Too Big (2)

Time Exceeded (3) i Code 0 only
Parameter Problem (4) i Codes 1 and 2 only

O« O¢ O«

o

Allow non-local when associated with allowed connections

O« O¢ O«

o

Connectivity Checking: Allow/disallow non-local based on topology/information concealment policy
Echo Request (128) o] 0
Echo Response (129) o] 0

Address Configuration and Router Selection:

Allow in link-local traffic only

Router Solicitation (133) 0
Router Advertisement (134) 0
Neighbor Solicitation (135) 0
Neighbor Advertisement (136) 0
Inverse Neighbor Discovery Solicitation (141) 0
Inverse Neighbor Discovery Advertisement (142) 0

Link-Local Multicast Receiver Notification:

Allow in link-local traffic only

Listener Query (130) 0
Listener Report (131) 0
Listener Done (132) 0
Listener Report v2 (143) 0

SEND Certification Path Notification:

Allow in link-local traffic only

Certification Path Solicitation (148) 0
Certification Path Advertisement (149) 0
Multicast Router Discovery: Allow in link-local traffic only
Multicast Router Advertisement (151) 0
Multicast Router Solicitation (152) 0
Multicast Router Termination (153) 0

Error Messages:

Allow non-local when associated with allowed connections

Time Exceeded (3) 1 Code 1 o] 0
Parameter Problem (4) i Code O o] 0
Mobile IPv6: Allow non-local for predefined endpoints
Home Agent Address Discovery Request (144) o]

Home Agent Address Discovery Reply (145) o]

Mobile Prefix Solicitation (146) 0

Mobile Prefix Advertisement (147) 0
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3.6 IPv6 and Routing

Routing protools fall into two general typetnterior Gateway Protocols (IGPare designed for use

within an autonomous system (AS), that is, among routers that are all controlled by the same enterprise or
organization. Exterior Gateway Prott&(EGP) are designed for exchanging routes between

autonomous systems, such as between network carriers or between a large enterprise and its network
service providers. To support IPv6, routing protocols, suétoasing Information ProtocoR]P),

OSPEF, IntermediateSystem to htermediateSystem(1S-1S), Enhanced Interior Gateway Routing Protocol
(EIGRP), andBorder Gateway ProtocoBGP), had to be updated. This section covers changes to routing
protocols, as well as security support for such prosocol

3.6.1 Specification Overview

Open Shortest Path First (OSPF)isa-knk at e hi erar chi cal I nterior Gat e\
algorithm is used to calculate the shortest path tree. lijpases€oshs its routing metric. Path cost is

determined geerally by the speed (i.e., bandwidth) of a given route. IPv4 networks run OSPF version 2
(OSPFVv2) as specified RFC 2328

OSPF version 3 (OSPFv3) is designed specifically for IPv6 and is specifitedr5340 OSPFv3 for
IPv6 is a completely independent routing protdomin OSPFv2 for IPv4. OSPFwXpands on OSPFv2
to provide support for IPv6 routing prefixes and the larger size of IPv6 addr€3SP$. is commonly
used in lage enterprise networks.

The Routing Information Protocol (RIP) is a distaweetor routing protocol that emplog®p countas a
routing metriclIPv4 uses RIP version 2 (RIPv2) as specifieRHC 2453 The IPv6 versiomf RIP is
standardized iRFC 2080 It is easy to configure, but offers limited flexibility and scalabiliBiP
enhancements for IPv6, detailedRRC 2080 also known as RIPninclude support for IPv6 addresses

and prefixes and the use of theRIP-routers multicast group address FF02::9 as the destination address
for RIP update messageBach RIPng update contains a copy of the entire routing t&bRng is suited

for ngworks of modest size only.

IS-IS is an IGP that advertises liskate information throughout the network to create a picture of the
network topology. 189S is an Open Systems Interconnection (OSI) hierarchical routing protocol that
designates an intermiatke system as a Level 1 or Level 2 device. Level 2 devices route between Level 1
areas to create an intradomain routing backbone. Integrat&dui&es a single routing algorithm to

support several network address families, such as IPv6, IPv4, andt@8Is point to point over the link
layer protocol; it does natselPv4 or IPv6. Each I$S update contains only changes to the network
topology. ISIS is flexible, efficient, and suitable for large IPv4/IPv6 networks.

Enhanced Interior Gateway Rowin Pr ot oc o | (EIl GRP) is Ciscobs propr
an advanced distansgctor routing protocolvith optimizations to minimize both the routing instability

incurred after topology changes, as well as the use of bandwidth and propesaingn the router.

EIGRP and IGRP are compatible with each other. EIGRP for IPv4 and EIGRP for IPv6 are configured

and managed separately.

BGP4 is the Exterior Gateway Protocol (EGP) used mainly to connect separate routing domains that
contain indepeneht routing policies (autonomous systems). Connecting to a service provider for access
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to the Internet is a common use for Border Gateway Protocol (BGP). BGP version 4 withrotoltbl
extensions supports both IPv4 and IPv6. Each BGP update contbirmhanges to the network
topology. BGP is efficient and flexible. Mulbrotocol BGP is standardized RFC 4760

3.6.2 Security for Routing Protocols

Routing protocols can be subject to threats such as unengithopdates for either IPv4 or IPv6 routes.
Security capabilities have bedasignedor routing protocols to mitigate unauthorized update threats.
Some IPv6 routing protocols rely on similar mechanismbdee inlPv4 for protection, while others
haveincorporated IPsec for protectioifhese security mechanisms do not provideterehd security

for routing protocols across multiple hops, becausie they provide integrity assurance for routing
protocol messages between nodlesydo not verify thentegrity of messages received from other nodes
that are not part of a security association. This is a major security concern for EGPs and a somewhat
lesser one for IGPs.

RIPng

RIP for IPv4 uses an MDbBased integrity mechanism; this was removed fromBIFRIPng offers no
integrity assurance features. R#C 208QRIPng leverages IPsec for security. It should be noted that
hardware vendors have not incorporated IPsec features as a configuration option, ilystegaahreative
IPv6 IPsec support from the operating platform for protection. RIPng is suitable only for small, private
networks where the threat of routing attacksubstantially reduced

OSPFv3

Securing OSPFV2 in a dual stack environment will prateitherthe OSPFv3 protocalor the OSPFv3
routing table. OSPFv2 allawmull, passworebased, or cryptographic authentication using MiaSed

integrity for routing updates. The authentication fields found in OSPFv2 have been removed from the
OSPFv3 paost for IPvg soMD5 is notan authentication option. OSPFv3 offers no integrity assurance
features itself and relies on IPs&d or ESPfor authenticationintegrity,and confidentiality.Note that
OSPFv3 uses unicast and multicast, and IKE does notwitrkmulticast, so the default method is to use
manual keyingSince replay protection cannot be provided using manual keying, OSPFv3 messages are
vulnerable to replay attacks, which can lead to DoS att@eksral Processing UniCPU) overload, and
localized routing loopdPsec for OSPFv3 is detailed RFC 4552

With routing protocolsrouting integrity isusually a greater concern than confidentiallige ESP
parameter NULL indicating no eryption is generallyegarded to ban acceptablehoicefor OSPF
security

IS-1S and EIGRP

Both ISIS and EIGRP support simple MEf&ased integrity for protecting IPv6 routing updates, similar to
protecting routing updates fordS and EIGRP for IPv4.

BGP

The use of BGP as an iH&6 routing protocol means that it can be subject to serious threats. Three
mechanisms exist to mitigate threats to BGP. The first is the use ofdd&¥sl integrity to protect

routing updates. The second mechanism to niétittaeats to BGP is GTSKRFC 5082. GTSM s a
simple security mechanism for rejecting spoofed BGP messages based on their IP TTL or Hop Limit.
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The sending BGP router always uses a TTL=255, and the receiving BGPctmdks that the TTL has

the expected value of 255. Any packets from a remote attacker would have toigrawervening

routers, would have smallerthanrmaximumTTL, and would be dropped on receipt. Nbtaveverthat

a router operating as the endpmf a tunneling protocol may not decrement the hop count upon

receiving packets through the tunnel, so these could conceivably come from anywhere with TTL=255.
The third mechanism to mitigate threats to BGP is IPsec. IPsec key management candisedietse

or public key certificatesyhich allowlIPsec to offer scalability. GTSM has the lowest overhead of the

three mechanisms, and is the easiest to configure. It also offers the least effective protection. The MD5
signaturemechanism offers low ovieead and effective protection, but it forces administrators to disrupt
their BGP sessions at each key update, and it does not scale wed.offers the most effective

protection, least disruption, and best scalability. It also imposes the highdstanl/éalthough the

overhead is still small), and it is the most complex mechanism to configure. In summary, using an MD5
checksum is certainly better than nothing, but MD5 itself can be attacked successfully, and most of these
methods have no easy waysct@ange hash functions or even change keys. IPsec is preferable for routing
protocols that support its use. All of the above security mechanisms protect against unauthorized
insertionor manipulation of routing protocol messagésthey do not protect ainst a corrupted or
malfunctioning router that may construct and pass along incorrect routing information. Many approaches
to providing better entb-end security for BGP have been propoged,consensus on a single solution

has not yet been achieved.

3.6.3 Unknown Aspects

As IPv6deploymengr ows gl obally so wild.|l the Internetds | Pv
possible that this expanded growth can impact service providers that already are faced with large IPv4

only routing tables. By assigninBv6 addresses through service providers, in a hierarchical fashion,

there is a greater possibility that efficient aggregation for IPv6 addressing will occur. If more

organizations succeed in obtaining Pl addressing, then there is a higher risk tHabgloimtables

could explode in size, and hence cause possibly costly hardware upgrades to deal with extremely large

routing tables. To assist with developing a scalable Internet architecture, use of techniques that separate
endsyst emsd adamd srso wntgi s alc @ ecl@dplt) are dlso bemagiovestigattdo c at or

3.7 IPv6 and the Domain Name System (DNS)

The Domain Name System (DNS) is essential for almost all use of the Internet. It must be available, and

it must provide accurate informatiofhreats such as denial of service against théetogd servers are

taken extremely seriously. Perhaps the biggest network security story of 2008 was the demonstration of a
new attack that can insert f aUpgagingDNSfsecuritpegsbneofn i nt o
the major current challenges for 13Ps

TheSecure Domain Name System (DNS) Deployment Geigletainsbackground information on DNS

as it is used with IPy4hepossible attacks against DN&hd appropriate security measuréseDomain

Name Systefin Security Technical Implementation Guide versiorfZecvers similar topics for

Department of Defens®D) networks and also has advice on using DNS on particular computing
platforms and operating systems. Both of these documents ezgbagnsive experience with IPv4.
Architecting and structuring DNS services is a complex topic that is outside the scope of this publication;
extensive guidance about secure DNS services can be found in NiSp&Ral Publication300-81.

22 NIST SP800-54, Border Gateway Protocol Security

2 1SOC ConferenceSecuring the DNS

24 NIST SP_80@81, SecureDomain Name System (DNS) Deployment Guide

% DISA Reporf Domain Name SysteinSecurity Technical Implementation Guidersion 4r1

3-36


http://csrc.nist.gov/publications/nistpubs/800-54/SP800-54.pdf
http://www.isoc.org/isoc/conferences/dnspanel/
http://csrc.nist.gov/publications/nistpubs/800-81r1/sp-800-81r1.pdf
http://iase.disa.mil/stigs/stig/dns_stig_v4r1_20071017.pdf

GUIDELINES FOR THE SECURE DEPLOYMENT OF IPV6

This sectiorreviews the main aspects of DNS briefly to help understand the chaeggsd to make
DNS work with IPv6and how these affect the secure operatioDNS.

DNS is a hierarchicadistributed database that translates logical, human readable names such as
www.example.com it binary IP addressesed byapplications like email and web browseree most
common format of a DNS name is referred to as the Uniform Resource Locator (URL), or simply as the
web addresDNS database entries are caltedource recais™. IPv4 and IPv6 addresses are different
types of resource recordsjtthe DNS handles bothssentiallythe same What is important to remember

is thata single URLmay have IPv4 addresses, IPv6 addresses, twotteither

DNS services are fully defidefor IPv6in REC 3596 Additional information can be found REC 4472
Operational Considerations and Issues with IPv6 DNIBe root andcommontop-level domain (TLD)
serversare all IPv6 capable today. Nevertheless, [&dgresses fquroduction servicegsually cannot

be foundin theDNS, particularly for services based in theited States or North Americklost of these
services do not have IPv6 access enabled, and &t would not have easy IPv6 connectivity to them
if they were. GettingPv6 DNSentriescloseto parity with IPv4 DNS on the Internet islikely to

happen withoutdemand for IPv6 access to popular, kigitume web sites and other services

Most DNS imdementationdravebeenupgradedo support IPv6but oldersoftware applications may
assume that DNS address queries return onlyit3Pv4 addresses. Fully IPagapable DNS
implementationsiot onlyneed tchandle 12&it IPv6 addressebut also need taun over IPv6Bwith the
same UDP and TCP port number, &8 used by IPVRFC 3901 DNS IPv6 Transpor©perational
Guidelineg?’.

The primary components of DNS are the DNS rootHidd servers, authoritative DNS servdagal
caching servers, and clients calledolvers A resolverrequests resource records frartocal caching
server. If the local caching server does not hanegjaestedecord,it uses the information it does have to
start queryin@uthoritative semrs

3.7.1 DNS Transport Protocol

It is important to note thathile IPv6 addresgjueries may be made over an IPv4 or IPv6 network, IPv6
transporiof DNS messages notrequired for looking up IPv6 addresseDNS. The query, not the
transport protocol, shédialways determine what information is returned in the Answer, Authority, and
Additional sections of a respongehost can request an IPv6 address even if the network on which that
host resides is IPvdnly. To obtain both the IPv4 and IPv6 addresaesngle DNS query could be used,
but it isrecommended thatwvo separate requests be usBuke choice as to which protocol to use first is
configurable Hosts and DNS servers running both IPv4 and IPv6 should have no problem with this
aspect of DNS, but atlones should be set up so that they have at least onetRbfed authoritative
server, and IPv®nly systems should follow or exceed the minimum configuration guideliriRBGh
3901to ensure that they do not get cutfobm the rest of the DNS tree because they cannot
communicate wittanyIPv4-only DNS servers.

3.7.2 DNS Specification Overview

RFC 3596 DNS Extensions to Support Yrersion6, defines the changes neededNS to supportPv6.

% Technically, we are discussing the IN (Imet) CLASS of the DNS. A complete list of resource record types can be found

at the IANADNS Reqistry
It is incumbent upon authoritative name servers accessible with IPv6 transporttoanaim connecti vity with t
predominant part of the DNS accessible with IPv4 transport to avoid splitting the namespace.

27
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A new resource record typAAAA (pronounced quad),i s defined to stoA e a host
128bit IPv6 address is encoded in the data porticmAAAA resource record in network byte order

(high-order byte first). A AAAA resource recordtoresa single IPv6 addresso ahost with more than

one IPv6 address may have more than one such réodfdh queriesfor a specified domain nae

returnall associated AAAA resource records in the answer section of a response.

A special domain is defed to look umames corresponding to w6 address. The intent ofigh

domain is to provide a reversgppingof an IPv6 address @host name (stored as a DNS PTR resource
record) The domain is rooted at IP6.ARPAn IPv6 address is representecaasame in the IP6.ARPA
domainwith asequence of fodbpit nibbleswritten ashexadecimatligits andserated by dots with the
suffix IP6.ARPA. The sequence of 32 nibbles is encoded in reverse order, i.e.,-threléowibble is
encoded first, followedythe net low-order nibble and so ofror examplethe reverse lookup domain
name corresponding to the addr2e81db82:3:4:567890abis:

b.a0.9.8.7.60.5.0.00.4.0.0.0.3.0.0.0.2.0.08.b.d.0.1.0.0.2.IP6.ARPA
Note that zersuppressiomand doublecdon compression cannot be used in rev&skS names

All existing query types that perform type(A#°v4 addressadditional section processing, i.e., name
server (NS)servicelocation (SRV), and mail exchange (MX) query types, must be modified ormedefi
to perform both type A and type AAAA additional seatjgrocessing. Thisearsthat a name server
must add any relevant IPv4 addressegdany relevant IPv6 addsses available locally to the Additional
Section of a response when processing any otieecibove querse

Several DNS implementations have been observed handling queries for AAAA records incorrectly, and
these have been documentedRiFC 4074 They may return the wrong data, wrong error codes, or

nothing at all. Most of these errors result in unreachable services, delays, timeouts, or faulty assumptions
by caching servers, but the RFC indicates places where these errors can also be exploiteebfn denial
service attackdn addition, some firewalls ardtrusion Detection Systems (IDSs) have experienced
problems handling DNS responses that are larger than 512 bytes.

When performing a DNS address quédiyS is responsiblenly for resolving a domain name to a set of

IP addresss Applications and opeliag systems are responsible @roosing how to usie IPv6

AAAA or IPv4A recordsthat may be returnedhis topic is called address selection, and it is an

important part of using IPv6 and dual IPNv6 networks correctly. As a result, receiving unetpe

AAAA records may causan application that is not IPv6 awdeefail. Combining both IPv6 and IPv4
records into the same domain can lead to application problems that are beyond the scope of the DNS
administrator. TheDomain Name SysteimSecurityTechnical Implementation Guide version 4rl

mentioned above recommends using different DNS naméB\6renabled hosts until all such problems

(or at least the critical ones) are fixed. It also may be useful during pilot tests or early deployment to use
names in separate domains for IPv6 servers, e.g., imap.IPv6.example.com, although one would like such
names to handle IPv4 and IPv6 completely transparently in the long term.

A dual stack host needs a mechanism for choosing between IPv4 and IPv6. WhenubiSarsét of
different addresses, resolvers need to be configured either to choose which addresses to pass to an
application or to forward all of the addresses and leave the choice to the application.

IPV6 link-local addresses should never be put ineoDNS (and sitéocal addresses should not be used at
all). Temporary RFC 304) addresses are usually meant to be anonymous, so putting them into DNS
would be an unusual choice and would require frequent updatéagrio4 addresses into DNS may be
sensible, but one may need cooperation from a local or regional registry to set up the IP6.ARPA PTR
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records for 6to4 addresses and for other address formats with specific prefixes and embedded IPv4
addresses.

For additonal details about adding DNS records for new services, handlingdive values in caches,
obtaining a list of DNS servers when DHCPV6 is not used, updating forward (AAAA) and reverse (PTR)
entries, handling dynamic DNS, and renumbering Rfe€ 4472

3.7.3 Security Impact and Recommendations
3.7.3.1 General DNS Security Recommendations

All of the general accounts of threats against BREC 3833 and advice for securing DNS, irmEndent

of IPv6, apply. This begins with host security and software sedariNS servers|t includes keeping

up with new software releases, vulnerability alerts, and patches. The security of DNS servers can be
improved with isolation, redundancy, geaghic diversity, network path diversity, and potentially
platform diversity. Administrative access should be controlled and secured. Tools for checking that a
zone file is well formed or that other configuration variables are correctly set should bBNSeservers
should be included in any penetration testing exercises.

It is good practice to implement certain wietlown securitybest practices, which rely on not divulging

more information than necessafhe IP address of a hidden master server shmilte advertised, nor

should the DNS software version number, lest an attacker easily exploit bugs known to be in a certain

release. Common implementations of DNS support access control lists based on IP addresses, and at least
some of these support acsewntrol lists based on both IPv4 and IPv6 addresses. Adiliesd security

is regarded as a rather weak form of authentication, particularly for important actions like DNS dynamic
update, but nevertheless it is an efficient way to provide some protédtics used together with ingress

and egress address filtering. Thewidelg ed t echni que of #Asplit DNS, 6 wh
servers provide different answers to internal and external queries, can be used the same way with either A
records oAAAA records.

Based on recent experiences, two attack scenarios are particularly likely. One is denial of service. Excess
capacity and diversity help. Firewalls and intrusion detection systems can help protect a server located in
a fAdemil it aminisragods shouldbe prepared to contact the appropriate emergency response
teams and law enforcement agenciRSC 5358contains advice for configuring DNS servers to make

using them as amplifiers in a denadtservice attack against a third pamyre difficult

The second scenario is-salled cache poisonidgi nserting false information i
that, for example, users may be misdirected to a bogus web site. This is an old idea, buthanmauch

effective method for accomplishing it became well known in 2008. With or without cryptographic

protection, the recommended remedy is to force the attacker to guess two randomly choiseal U€s
simultaneously instead of just o(lRFC 5452.

3.7.3.2 Cryptographic Protection of DNS

Two standard cryptographic protocols are availablesémuring DNSTheycan be usedqually with
IPv4, IPv6, and combined IPU®v6 implementations. DNSSE@e DNS security extensienis
defined in three RFCRFC 40334034 4035, andTSIG, theSecret Key Transaction Authentication
protocolis described in a fourtRFC(RFC 284%.

The TSIGprotocol provideslata origin authentication and message inte@pitypNS transactions by
addingmessage authentication codesed orshared secretriginally, only the HMAGMD5
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algorithm was specified, but TSIG now requires HMAEIA-1 and HMACGSHA-256 as wel[RFC

46357, It can be used to authenticate dynamic updates as coming from an approved client, responses as
coming from an approved recursivenmaiserver, or zone transfers as confiingh an authoritative server.

Its most common use is to protect zone transfers, but protecting dynamic updates is an important
application as well.

TSIG is widely deploye@nd strongly recommendgdormally, retworkadminidrators use an owf-
band mechanism to configure name serversresalverswvith shared secretsiowever, secure,
automated mechanism for key distributenmd key updates a much more desirable solutidhsimplifies
operations and enhancesgaty. The TKEY (Transaction Keyprotocol(REC 293() offers several
option® the Diffie-Hellman method is a practical choi€gne limitation with TSIG is thatere are no
levels of authority, sany host with the seet key may update any record.

An alternative to TSIG called SIG(0) and describeBRHC 2931uses public keys and digital signatures
instead oimessage authentication codes based on shared skdsstar less widelyised than TSIG, but
it may be a practical alternative especially for securing dynamic updates.

DNSSEC providean entirely different set of cryptographic security mechanisms. Its objective is to
secure the DNS database itself by deploying a hierarchitatructure of signed resource records and
its own builtin public key infrastructure. It accomplishes this by defining four new types of resource
record. The RRSIG resourcecoed (RR) contains a digital signature of another resource record. The
DNSKEY (Domain Name System Keygsource recordontains a signature verification key; it, in turn, is
signed with an RRSI@source recordlhe DS (delegation signer) RR names the signer of a delegation.
If DNSSEC is fully deployed, the DS records can form arcfram any zone to the root. The NSEC

(next securejesource recordpecifies the name of the next secured entry in a zone (in lexicographic
order), so that the neexistence of aesource recordan beverified cryptographically.

Besidedts added compxity, especially for signing large zones, DNSSEC also increases the size of files
and messages substantiallysd, aiministrators need to protect thecrecyof ther private signing keys
carefully DNSSEC has not been deployed widely yet, but thigaduallychanging Newer releases of

DNS software support DNSSEC, and plans are underway to sign the root and many rajal top

domains. The US Governmentds .gov r ddhatthewas si gned
Go v er nme n-dedebdomaiasisould e signed by Dec. 2000MB Memorandum MJ8-23 states:
firThe Governmentds reliance on the Internet to diss

increased significantly over the years, as have the risks associated with potential unautterized us
compromise, and loss of the .gov domain space. Almost every instance of network communication
begins with a request to the Domain Name System (DNS) to resolve a human readable name for a
network resource (e.g., www.usa.gov) into the technical infoomdé.g., Internet Protocol address)
necessary to actualccess the remote resour@NSSEC provides cryptographic protections to DNS
communication exchanges, thereby removing threats of-Ba$8d attacks and improving the overall
integrity and authertity of information processed over the Interadt.is hoped that this will provide

the impetus and experience necessary to get DNSSEC deployed for commonly used services and large
enterprises throughout the Internet.

3.7.3.3 IPv6-Specific DNS Security Recommendations

During any IPv&deploymentDNS servicesnay have tsupport both IPv4 and IPv6. In fact, DNS

2 RFC 4635HMAC SHA TSIG Algorithm Identifierspecifies additional maatbry and optional TSIG algorithms and how
to handle truncation of the message digest.
2 OMB Memorandum M0823, Securing the Feder al Governmeat s Domain Name
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services should be among the first to be fully duatk capable in ardeploymeneffort. Software
applications need to be modified to query fothbimrms of addressesd to choose between themPv4

may need teemainthe network protocol between a caching server and authoritative DNSsderver
ensure continuity of servicany factors can affect network performance and availability during this
conversion process, and these can impact both IPv4 and IPv6 access. DNS may supply AAAA records
before services are fully turned on and reachable, and timeouts may occur. Applications may be
unprepared to handle them. Caching resolvers may have to te#@l and AAAA records having

different timeto-live values.

It is important toverify that client resolvers are receiving the correct responses and resource ftords.

ongoing testing phase for IPe@pable DNS services imacessargtep duringanyoamgni zati onés | P
deploymenprocess When this procesacludestestng IPv6 application softwaregparate DNS servers

and domain nameshould be used to support simultaneous IPv6 testing ardtamal IPv4 name

resolution.

DNSresponses with AAAAecadsare longer thasimilar IPv4 responses, because the recards
simply larger than comparabferecords and interfaces may have more than one IPv6 adltess

DNS. Zone file transfer sizes will increase and, potentially, responses returning miwhifals resource
records (e.g. MX requests) may require fragmentation. Since IPv6 fragments are discouraged, and
sometimes are blocked, this could impact availability.

Someauthoritative serveriginore gueries for aAAAA record and cause @solverfirst to wait and
timeout and theto fall back to a query for an #ecord, which magause adtal timeoutatthe
application that callethe resolver. Even if the resohand application eventually succede result can
be an unacceptable delay fbe appicationd aser, especially with interactive applications hikeb
browsing.

Advertising IPv6 addresses in DNS during ithidal deploymentequires additionalcare Availability

problemscan easilyarise ifAAAA recordsareinserted into the DNS zormefore IPv6 services are

working. The recommendation is that AAAA records faeaviceshould not be added to a DNS zone

until the address is assigned to an interface on a host, the add@sigsredandenabledo n t he host 6
interface, and finally thinterface is on a link connected to the IPv6 infrastructure
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4. IPv6 Advanced Topics

This chapter providespecific details boutthe status requirementscapabilities and security impactsf

more advancetPv6 topicssuch as multihoming, multicast, diyaof service, mobile IPv6, jumbograms,
address selection, DHCPv6, and IPv6 renumberisgof the writing of this guide, some of these topics

have not yet been fully specified or implemented and are not ready to deploy. In these cases, this is noted
and interim methods are recommended where appropriate.

4.1 Multihoming

Multihomingmeans having the ability to utilize more than one connection to the Internet. A host, for
example, may have more than one network connection (e.g., 100baseT and WiFi); acotmadtAN

with more than one router to the Internet on it; or a connection to a single router that has more than one
Internet connection. Frequently, one refers to multihoming for an entire site, which may be a home, small
office, or campus location wiin a large enterprise.

Multihomingis extremely useful but haspotentially largémpacton the global Internet architecture.
This section describes the motivations for multihoming, the problems it creates, the requirements for a
good solution, potentigolutions, and their security implications.

Users have several strong motivations for multihoming. First and foremost, having more than one
Internet connection provides greater reliability agsiliencyshould one link fail or one ISP have a
prolongedoutage. Other reasons for multihoming include bgteformance (load balancing QoS
differentiation)and policy enforcement (includingagity policy).

While multihoming offers obvious advantages, it is complicated by another issue: the use ef Intern

addresses for two purposes. On the one hand, addresses are used for forwarding packets to the right
location. On the other hand, they are used for identifying an endpoint, e.g., a transport protocol (TCP or

UDP addresses plus port numbers) or IPsegritg association (destination address plus security

parameters index). For multihoming to work, either the entire Internet has to know multiple paths to a
multihomed site, or the nodes at a site have to be able to use multiple addresses seamlessly and
transparentl!l y. The former implies enormous growth
implies that nodes have to cope with TCP connections, UDP responses, IPsec security associations, and
other upper layer protocols (ULPs) tied to addesss

Multihoming solutions also need to satisfy other requirements. They need to avoid causing problems
with fragmentation, renumbering, and domain names. They need to scale to the size of the global Internet
and not affect performance too greatly. Théso need to work with firewalls and ingress filtering.

4.1.1 Differences between IPv4 and IPv6 Multihoming

Any multihoming solution must satisfy two main goals. The first is to make multihoming transparent to

upper layer protocolsOtherwise, multihoming ismbetter than changing service providers and
renumbering oneds network manually. The second i
routing and forwarding tables. Dealing with this growth is the number one challenge Internet engineers

face tody, with IPv4 or IPv6, with or without multihoming.

Compared with IPv6, IPv4 interfaces are normally limited to a single address, the entire supply of IPv4
network prefixes is much more limited, and the addresses themselves are four times shortehnjcl of w
constrains the problem somewhat. IPv4 users with provider independent (PI) addresses can achieve fully
transparent multihoming with resiliency and load balancing at the expense of global router table growth.
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If NAT is used, resiliency is not tranggat, and load balancing within a connection is impossible, so
IPv6 multihoming without NAT potentially offers more powerful capabilities.

On the one hand, obtaining Pl addresses is the most practical way to achieve IPv6 multihoming, whereas,
on the othehand, the router table growth caused by IPv4 multihoming (frequently called CIDR address
prefix deaggregation) is problematical for the Internet, and it is a potentially overwhelming problem with
IPv6. Therefore, provisioning IPv6 Pl addresses has bemgo@usly debated topic. Policies differ

among the Regional Internet Registries (RIRs). The ARIN Number Resource Policy Meemistes

that an organization must be an end site and not
allocation fom ARIN under the IPv4 policy currently in effect, or demonstrate efficient utilization of all

di rect |l Pv4 assignments and allocations, each of

Qualifying organizations may obtain a /48 Pl IPv6 assignntémtil a solution both satisfying the global
forwarding problem and providing host transparency is available, IPv6 sites needing multihoming and not
qualifying for a Pl assignment should attempt to get their primary ISP to accept /48 prefixes from
secondarySPs and thus achieve partial multihoming, although such requests may or may not be honored.

4.1.2 Site Multihoming by IPv6 Intermediation (SHIM6) Specification Overview

Several architectural approaches to IPv6 multihoming have been considered. Theseihesl desc
detail inRFC 4177

+ Use the global routing infrastructure, as is done with IPv4

+ Base the solution on Mobile IPv6

+ Modify protocols in hosts to accommodate dynamic changes of locators

+ Design the intéigence, including rewriting addresses, into site-exitters

+ Add a network layer protocol element to split addresses into lo@ididentifiers

The most forward looking solutions to the multihoming problem introducedtien ofsplitting an IP

addess into an identifier and locator. The idea is that upper layer protocols use the identifier, and core
network routing and forwarding use the locator. Multihoming is accomplished by dynamically managing
the bindings between the two. To make this wprktocols for establishing and maintaining these
relationships must be provided. This requires protocol elements that update locator lists, switch locators
in use, and so forth.

More than one proposal has been made along these lines, but the actaslstaadk work on
specifying split IPve identifiers and |l ocators is
Working Group. The name is derived from the way the additional address is specified in a shim header
inserted into the packet.

SHIM6 (REC 5533 is a network layer, hodiased protocol to establish identiflecator bindings. Its
goals arg-

+ To preserve established communications in the presence of certain classes of failures, for example,
TCP comections and UDP streams

30 ARIN, Number Resource Policy Manual

31 |ETF Site Multihoming by IPv6 Intermediation (shim®Jorking Group Charter
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+ To have minimal impact on upper layer protocols in general and on transport protocols and
applications in particular

+ To address security threats identifiedRRC 4218&hrough the combinatioof hashbased or
cryptographicallygenerated addresses and additional measures.

+ Not to require extra roundtrip up front to set up skimecific state

+ To take advantage of multiple locators for load spreading so that different sets of communication to a
host (e.qg., different connections) may use different locators of the host

The general idea is to use IPv6 normally but, through SHIM6 signaling, set up alternative locators that
can be used when needed. The steps, roughly, are:

+ An AAAA DNS query providesa (possibly incomplete) set abt¢atoraddresses

+ The source choosesa@chtor address to establiglbonversation ¢hoose a different Locator ID if the
first attempt is not successful

+ Once upper layer communication begins, end hosts can Sigiislé capailities andexchange a
complete set of locators.

+ The arrent source and destinatitotators are used as souar®l destination Upper Layer IDs

+ In caseof an outagethesource or destination can detect daiture in the forwarding plane and
change sawe ordestination locator to any in the locator set.

+ Existing sessions continue uninterrupted using the unchasngeer Layer ID

An important design paradigm is that no new name space is heeded. The SHIM6 protocol uses four IPv6
extension header messagmlled 11, 12, R1, and R2 to accomplish all of this. Figdteshows where
the shim header fits into the IPv6 protocol stack.

Although the most promising work on IPv6 multihoming is SHIMB, this is likely to get much more
discussion and revision. Somencerns about this approach have been expressed. In particular, it may
be difficult to provide adequate traffic engineering with a{ested solution like SHIM6. For large
enterprises with complex routed networks,-biégsed multiomingmay bemore usé&l. One example of
sitebased multihoming that is currently being considered within the IETF is the Locator/ID Separation
Protocol (LISPY. On large servers with many simultaneous connections, the overhead of maintaining
SHIM6 state information may impaperformance significantly.

82 |ETF LISPWorking Group Charter
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———————————————————————————————————————— IP endpoint
| AH | | ESP | | Frag/reass | | Dest opts | sub-layer

—————— IP routing
| IP | sub-layer

Figure 4-1. SHIM6 Protocol Stack™

4.1.3 Security Ramifications for Multihoming

RFEC 4218present an overview of security vulnerabilities inherent in multihoming. In summary, one
must be concerned about denial of serviceoting packets to unintended destinations or black holes,
and multicast issues. It advises, in general, that connectiordasport protocols like UDP present more
security problems than connectioriented transport protocols. Also, if identifiers and locators are split,
security should be tied to the identifiers to lessen the impact of attacks on the idiemidfier birding.
Securing other parts of the infrastructure such as the DNS and routing protocols helps minimize the
potential attacks on multihoming. Multihoming solutions also need to account for and work with ingress
filtering so that spoofed addresses can natdesl to attack system&KC 2827andRFC 3704.

Networks need tensure that they daoot announce their prefixes in a way that gensi@tgmmetric

traffic flows. Traffic following asymmetrical pathsight get blocked bgtrict Revese Path Forwarding
(RPF) checks or stateful packet filters. It may also make it impossible to implement IPsec at site border
routers.

The SHIM®6 protocol contains several security measures:

+ Hashbased address¢RFC 5535 allow one to prove address ownership and to prevent redirection
attacks.

+ Reachability probe@RFC 5534 allow one to identify third party floodingttacks.

+ Two-way communications arequired before the respondeeates any state. This means that a
statebasedDOS attack(trying to use up akvailablememory on the responder) at leestealsan
IPv6 addrss that the attacker was using.

+ Context etablishment messages use nonces to prevent rafiéapksand to prevent ofpath attackers
from interfering withthe establishment.

+ After contextestablishmengvery SHIM6 control messageontainsthe context tag assigned to the
particularcontext. Thismplies that an attacker needs to discavealidcontext tag befre being
able to spoof any SHIBIcontrol messagerhis also helps protect the SH&\protocolfrom off-path
attackers.
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Packet filters may need to be aware of SHIM6 and modify their acmmwdingly. First, along with

upper layer protocol and port numbers, they may need to match on the upper layer identifiers as well as or
instead of the IPv6 locator addresses. Second, they may need to understand when established sessions
begin using sim headers or change locators.

4.2 |Pv6 Multicast

Multicastrefers to sending a packet to an IP address designated as a multicast address; one or more hosts
specifically interested in the communication then receive a copy of that single packet. Thisrdiffiers f
broadcast which delivers packets to all hosts on a subnet, because multicast traffic is only sent to hosts
subscribed to the multicast group. Multicasting is often used, for example, to stream audio and video
more efficienty. Senders achieve two primary advantages by using multicast. First, the sender only

needs to create and send one packet, instead of creating and sending a separate packet to each recipient.
Second, the sender does not need to keep track of who thkracipients are. Multicasting can also be
advantageous from a network perspective, because it reduces network bandwidth consumption.

This section describes how multicast works in an IPv6 environment. In IPv6, broadcast has been
eliminated and multicasdkes on a much larger role. In addition to replacing broadcast, it also works
with ICMPvV6 neighbor discovery and router discoverythe local link to perform stateleaddress
autoconfiguration and address resolution.

First, consider an example of hdlv6 multicast makes Neighbor Discovery in IPv6 more efficient than
using ARP with IPv4. Running IPv4, when a host has an IP address on its own subnet and needs to know
the corresponding link layer address, it broadcasts an ARP request containing thedifégs. Every

host on the subnet gets a copy.

Suppose, running IPv6, an interface wants to find the link layer address for the link local IP address
FE80::4DF2:54C8:B8C7:113A. It takes the lawder 24 bits of this address (C7:113A) and appends

them to he welltknown solicited node multicast prefix, FF02:0:0:0:0:1:FF00::/104 to form the solicited

node multicast address FF02::1:FFC7:113A. Then it sends an ICMPv6 Neighbor Solicitation message to
this multicast address. The message gets delivered to tHadetat FE80::4DF2:54C8:B8C7:113A

because it belongs to the multicast group FF02::1:FFC7:113A. Interfaces using any unicast or anycast
address must join the solicited node multicast group corresponding to the above prefix-ardkelo2v

bits of their adress. They use ICMPv6 Multicast Listener Discovery (MLD) to join a multicast group.

The result is a more efficient address resolution procedure, in which a smaller number of hosts are queried
to determine the address.

The solicited node multicast addressange from FF02::1:FF00:0 to FF02::1:FFFF:FFFF, so the
Neighbor Solicitation traffic is partitioned intd*zolicited node multicast groups. This makes receiving a
Neighbor Solicitation intended for a different address highly unlikely.

IPv6 multicast ddresses are easy to recognize. They always begin with eight 1 bits: FF. The next eight
bits, 02 in this case, specify that this is a vkelbwn multicast address with link local scope. Other
examples of welknown multicast addresses with lidcal scopere:

FFO02::1 All Nodes
FF02::2 All Routers
FF02::1:2 All DHCP Agents

In addition to scoped multicast addresses, other features such asspmaifie multicast have been
added to IPv6. These different features and their applications are desetiedand areas still needing
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work are noted (e.gmulticast withSHIM6 and IPsec)
4.2.1 IPv6 Multicast Specifications

In addition to providing an essential part of the IPv6 infrastructure, multicast applications include
groupware, multimedia distribution,aehing, routing, database replication, grid computing, and real
time information delivery.

With IPv6, multicast addresses have scope ranging from a single interface or link to the global Internet.
They can b@ermanently assigneahd weltknown, as in thexamples above, or they can be used
transiently for specific purposes.

RFEC 42911P Version 6 Addressing Architectyidefines a multicast address &@#sn identifier for a set

of interfaces (typically belonging to diffent nodes). A packet sent to a multicast address is delivered to
al |l interfaces i dNomally these are theyaddtedses that hadedpreeaigy.joined a
given multicast group. The Multicast Listener Discovery (MLD) Protocol isrtéhod interfaces use to

join and leave multicast groups, and routers keep track of these groups for each interface on which they
forward packets. Version 2 (MLDv2REC 3810 manages multicast group membershithwivo

ICMPv6 message types:

+ Multicast Ligener Query (Type = 130)
+ Version 2 Multicast Listener Report (Typel#3).
MLDv2 is backward compatibleith MLDv1 (RFC 2710, soMLDv2 also supports:

+ Version 1 Multicast istener Repdr(Type = 131)
+ Version 1 Multicast Listener Done (pg = 132).

All of these messageseasent with a linkocal IPv6 sourceddresgor the unspecified source address if
necessary)an IPv6 Hop Limit of 1, and an IPv6 Router Alert opt{&FC 271} in a Hopby-Hop
Options header(The Router Alert optioforcesrouters to examine MLD messages sent to IPv6
multicast addresses in which the routers themasgbveviously had no interest.)

How routers actuallymplement multicast depends on the Layer 2 networking technology. It is trivial on
pointto-point links; it may be implemented by usipgpmiscuous moden link layers with a natural
broadcast capability; or it may require Layer 2 protocol logic onbmoadcast multiaccess link layers.

The biggest change introduced in MLDv2 is Source Specific Multicast. MLDv2 allows an interface to
specify, for each multicast address, from which source addresses it does or does not want to receive
packets.

REC 4604updates MLDv2 and describes souspecific multicast for IPv4 (IGMPv3) and IPv6
(MLDv2) in a single document.

As stated above, IPv6 multicast addresses are easy to recognize. They are exactly the addresses
beginning witheight 1 bits or hexadecimal FF:

| 8 | 4] 4] 112 bits

B S S /I A ——— +
|11111111|flgs|scop| group ID

[ — [ /I A —— +
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The nexteightbits in a multicast addrespecify theflagsandscope The final 112 bits in the multicast
address arealledthe Group IDand are used tgpecifythe set ohodes that are members of a multicast
group. In a previous version, the Group ID was only 32 bits, and some implementations still stick to 32

bits.

In the IPv6 specification, multicast addresslways have scopethat limitsthe set of receiving nodes.
The scope is the group of nodes for which the packet is inteatigive to its sourcelts values are

shown in Table 4.

Some welk n o wn

Table 4-1. IPv6 Scoped Multicast Values (from REC 4291)

Value Scope

1

Interface Local

[Network Time ProtocolB e r v e r ssD

FF02::101
FFO04::101
FFO05::101
FF08::101
FFOE::101

2 Link Local
4 Admin. Local
5 Site Local
8 Organization Local
E Global
multicast Group | Ds are defined for wvar
addr e
All NTP Servers Link Local
All NTP Servers Admin Local
All NTP Servers Site Local
All NTP Servers Organization Local

All NTP Servers

Global

RFC 2375containsalist of well-known IPv6 multicast addresses categorized by s@pukthat list has
been extended by newer specifications. The complete and current version is at
http://www.iana.org/ssignments/ipvénulticastaddresses

The flags specify, first, whether a multicast address is akmellvn, predefined address, or whether it is

a transient address not permanently defined. Second, the flags specify whether a transient multicast
addres has an authorized and properly scoped unicast prefix embedded in it, and, if so, whether it also
specifies a rendezvous po{iRFC 3950. The unicast prefix eliminates the need for an additional

protocol to alleate unique multicast addresses

A rendezvous point for a multicast group is the root of a tree usedPvatbcol Indpendent Multicagt

Sparse Mode (PIMSM) (REC 460), a sophisticated multicast routing protocBIM-SM builds a tree of
senders and group members. Then, traffic from senders is first routed upstream towards the rendezvous
point and then downstream to group members (receivers).

For welltknown multicast addresses, the four flag bits are always ak Zédve first flag bit is reserved
and must be 0. The remaining three flag bits are called R, P, @odr&ndezvous, prefix, and transient)
and are noszero for transient multicast addresses


http://www.iana.org/assignments/ipv6-multicast-addresses
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flgs
+- 4= - -+
[OIR|PIT]

S S

The flags are set aslfows (seeRFC 3306andRFC 3956:

0000 Well-known, predefined multicast addresaq in all of the examples above)

0001 Transient multicast addresstinout an embedded unicast prefix

0011 Transient multicast address with an embedded unicast prefix and no rendezvous
point

0111 Transient multicast address with an embedded unicast prefix and rendezvous
point

This provides a simple way tdi@ate multicast addressbslonging to or allocated by a given network
prefix inthe following format without adding any new multicast address allocation pratocol

|18 14148 |8 |64 | 32 |

R — Foeme Ao+ + R E—— S R—— +
[11111111[flgs|scop|reserved| p - len | network prefix | group ID |

R — Foeme Ao+ + R E—— S R—— +

The eight bits after the flags and scope must b& Zdre next eight bits specify a prefix length, up to 64,
followed by the prefix, left justified and zero filled.

This example comes froRFC 3306 The address FF38:0030:3FFE:FFFF:0001:0:1234:5678
Multicast (FF)

Transient with embedded prefix (3)

Organization Local scope (8)

Using a prefix of length 48 (30)

Specifying the prefix as 3FFE:FFFF:0001::/48

=A = =44 =4 =4 =9

Using a 32bit Group ID of 1234:5678

Note that the scope of such multicast addresses must nagdierghan the scope of their embedded
prefixes.

4.2.2 Differences between IPv4 and IPv6 Multicast

Although multicast addresses are common in both IPv4 and $Bvéral important differences exist:
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+ Unlike IPv4, IPv6 does not have broadcast addresses. Inkgédjses optimizations like the
Solicited Node multicast groups and @deroutersmulticast addresses, which make better use of
network resources than broadcast.

+ In IPv6, multicast is used with ICMPV6 for infrastructure applications like neighbondiscand
autoconfiguration on local links.

+ IPv6 multicast addresses have new capabilities such as scope and embedded unicastiprefixes.
general, IPv6 extensions to multicast have been added to make multicast more useful over internets.

+ Multicasting is nanaged with ICMPv6 message types collectively called MLD instead of IGMP.

4.2.3 Multicast Security Ramifications

IPv6 routers, packet filterfiyewalls, and tunnel endpointseed toenforcemulticastscope boundaries.
Firewalls should inspect all source IPv&leesses and filter any packets with a multicast source address.
Furthermore, firewalls in Layer 3 mode should never forwardlgler multicast packets.

Attackersmaytake advantage afell-knownmulticastaddresse® find hidden resources such as rositer
or particular servers. These addresses need to be blocked at the appropriate places according to local
security policy.

Denial of servicattacks may use multicast to amplify bandwidth consumption or attempt to exhaust
other resources. Smlled refletor attacks may send packets with a source address of the target of attack
and a multicast destination address, to try to get all multicast receivers to respond to the target. These
attacks need to be intercepted and dropped.

IPsec coverage for multicaistincomplete. If a multicast group has more than one sender, the replay
protection mechanism does not work. More importantly, IKE is a unicast UDP protocol that only works
between two parties, so automated key management for multicast IPsec is lokadditional details
about using IPsec with IPv6 multicast, Smtion 5.3.3

Attacks on the MLD protocol include denial of service, causing unwanted traffic to be delivered, and
downgrading capabilities frodLDv2 to MLDv1. By properly enforcing the unicast scope and hop
count rules for MLD, these attacks can be confined to a local link.

Forging Protocol Independent Multicast (PIM) messages can cause unwanted traffic to be sent to replace
the role of designatl routerdRFC 5294. IPsec can be used for cryptographic protection of these
messages. Cryptographically protecting PIM messgrIeE 5796 also stops many deniaf-savice

attacks. Other precautions includeiting the set of neighborfsom which JoinPrune, Assert, and Hello
messageare acceptedrouters should check that a valid Hello message was received first and that source
addresses are legal for the integfgon which they are received. See &€ 460%or a list of

suggestions for rate limiting PIM messages, in particular, thediatgain multisource discovery

protocol (MSDP).

Issues concerning how lidkcal ICMPv6 multicast traffic used for neighbor discovery and
autoconfiguration can be secured are cover&ekirtion 5.4

4.2.4 Unresolved Aspects of IPv6 Multicast

IPsec and IKE were not designed with multicast securityind, and three important unresolved aspects
of multicast security are related to IPsec and key management for IPsec.
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The fundamental IPsec security association architecture and protection protocols, ESP and AH, were
designed mainly for unicast, andth@ugh they work with multicast in principle, they are incompletely
specified for multicast, and many open issues exist. (For example, what happens to a multicast security
association when members join or leave the group?)

Key management for IPsec, prded by IKE, is inherently a twparty protocol. Different protocols for

group key management have been proposed, but an agreednd widely implemented standard for

IPsec multicast key management has not emerged. Protocol specifications like PIdt ssiggelPsec

with manual keying, but this solution that does not scale well over time or space and has other limitations.
For example, the IPsec replay detection feature is not supposed to be used with manual keying,

The security recommendations foMPtall for using IPsec AH, even for unicast messages. Where IPsec
is used with IPv4, AH has generally fallen out of use in favor of ESP, with NULL encryption when
authenticatioronly is desired. Thus the IPsec stand&EE 430) no longer requirgAH, and many
implementations omit it. Se®ection 5.3.6or additional discussion of this topic.

4.3 IPv6 Quality of Service (QoS)

The TCP/IP Network Layér IPv4 and IPv6 was intentionalf designed without any of the features

normally associated with QoS such as admission controls; resource guaranteesyrded lassless

delivery. QoS on TCP/IP networks or the Internet is a somewhat imprecise concept, which may have
differentmeaningg ar yi ng from fanything except undifferent.i
contracts between a provider and user. It may mean:

+ Providing a given user with certain levels of overall availability, throughput, low latency, maximum
packet loss, oeven security

+ Treating different types of traffic differently, according to content:-tiead audio or video requires
high throughput and consistently low latency but can tolerate small losses, whereas file transfer can
tolerate delay but no losses wiser.

Many aspects of engineering QoS depend on technologies rutnmimgtiplelayers such as MPLS
(MultiProtocol Label Switching) and ATM (Asynchronous Transfer ModE)JTF work onQoSfor

TCP/IP began with Integrated Services (intserv), which waigded to provide QoS guarantees. Intserv
has been replaced with Differentiated Services (diffserv), which simply recognizes that different types of
traffic have different QoS requirements and need to be marked accordingly. The signaling protocol (i.e.,
the protocol used for QoS setup and specification) to establish QoS requests & R&darce
ReservatiorProtocol IPv6 endto-end addressing alvs services that are difficuth deploy with NATas

well as endo-end use of diffserv and RSVRany of these services may have réiahe andmultimedia
content so QoS is likely to become a more important topic with the widespread use of IPv6.

The notion of improved QoS has always been linked with IPv6. In fact, IPv6 was designed to support
certain QoS impreements, but not all of these have been completely specified or implemented.

4.3.1 IPv6 QoS Specifications
Several aspects of IPv6 implicitly or explicitly support QoS. These include:
+ A streamlined header with fewer fields, no checksum processing, sufficinesadgpace to make

address translation unnecessary, and a simple test for whether routers need to examine anything past
the fixed length header promote efficient packet forwarding.
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+ Requiring a larger minimum MTU and PMTU discovery also increase efficiency

+ Eliminating inroute fragmentation removes one of the greatest sources of performance degradation in
IPv4.

+ Eliminating broadcast and building in better support for multicast and anycast make better use of
network resources.

+ A new Flow Label field and Iger Traffic Class field in the main IPv6 header allow more efficient
and finer grained differentiation of various types of traffic.

The IPv6 Traffic Class field replaces the IPWwbe of Servicdield. The originalintent of the IPv4 Type
of Servicefield has been replaced by diffserRIEC 2473, which provides a use for the fieldlthough

the RFCs are vague on this point, this is the way the IPv6 Traffic Class is usually used, and the
functionality in IPv6 is guivalent to that in IPv4. Because of the way diffserv works, this field may be
rewritten in transit. For examplBFC 2474describes how packetarking is performed by traffic
conditioners at network boundariés;luding the edges of the network (firsdp router or source host)
and administrative boundarieendRFC 3168sets aside two bits in this field called Explicit Congestion
Notification for routers to indicate netwockngestion to end hosts.

When IPv6 QoS is mentioned, most frequently the last of these aspects, espedridiwthabel is

cited Rudimentary usef the Flow Label iglefined inRFC 1809andRFC 3697 A Flow label value is
always asociated with a source and destination addressviihithe same Hoiby-Hop options and

Routing Header. (A zero value means that the field is not being used.) This has the advantage of
specifying fows completely in thenain header It is not necessary to examindension headersipper

layer protocols, angdort numbers to identify the packeRFC 369 /ecommends that each new transport
connection and applitian data stream be given a new value, and it requires that applications be able to
specify this value. It stipulates that Flow Labels be delivered intact, and it gives rules for timeouts and
reuse. Finally, it prohibits using specific bits or matherahtitterpretations of the val@eit is just a 20

bit label.

Many IPv6 implementations do choose different Flow Label values for each TCP connection, for
example, but few if any make additional use of the field. Thus, realizing the potential for progtiarg b
QoS offered by the IPv6 Flow Label lies in finding improved ways to use this feature in the future.

4.3.2 Differences between IPv4 and IPv6 QoS

The specific differences in QoS capabilities between IPv4 and IPv6 are coverebygoaint in the

preceding ection. The overall design of IPv6 is better thought out with respect to QoS; several specific
improvements in IPv6 allow for more efficient network usage, and room has been left for additional QoS
capabilities when these are defined.

4.3.3 Security Ramifications

One aspect is securing the QoS mechasitkemselvesto prevent theft of service, traffic analysis, or
other attacks For example, th&ype of Service an&low Labelin the IPv6 header are not protected,

even by AH. This is because the Type of Serdan be altered while a packet is in transit. Although

REC 3697specifies a nonalterable Flow Label field, when AH was originally designed, the Flow Label
was also thought to be capable of alteration; the updateidvefsAH maintained that view for

backwards compatibility. An application able to forge these fields may be able obtain preferred service
fraudulently. If this is a major concern, IPsec can be run in tunnel mode, the QoS parameters can be

copied from thénner header to the outer header, and the protected inner header can be compared with the
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outer header upon delivery.

Because the QoS fields in the outer header are not protestegylis cannoblindly trustthe Type of
Service and Flow Labellone foraccess control decisien Also, taffic analysis may become simpler
because someone monitoring traffic flows can take advantage of the same efficiencies as legitimate
routers forwarding traffic.

A differentaspect is making sure that securitgsgmot inpede the required QoS. QoS may need to be
applied to packets secured with IPsec, in which case information about the upper layer protocols may not
be accessible, but in this case, the metho&H@ 2207can be used tdifferentiate IPseprotected

traffic. When planning to provide QoS, one must take into account that cryptographic protection, packet
filtering, and examination by intrusion prevention systems all add some delay.

A third consideration is thaesuring Q& signalingprotocolssuch as RSVP presents some difficulties
because these protocols oftbmnot run strictlyend to endut presume that intermediate poieteamine
(or, worse, modify) the content&or an overview of RSVP security, S8EC 4230

Since the flow label field is currentfgr the most pamtinused, it could be used as a covert channel.
Therefore, unless it is in use, its contents should always be zero.

4.3.4 Unresolved Aspects of IPv6 QoS

General aspects oking How Labek have been specified, but detailseded to take advantagiethem
arestill missing. Because of the ways QoS depends on Ideygr protocols, it is unclear where and how
progress on this front will be made.

4.4 Mobile IPv6 (MIPv6)

IP-layer nmobility has long been considered a useful and important feature, but today, with the exploding
growth of laptop computers, PDAandmobile phonesonnecting to the Internet from more than one
location and tomorrow, with the Internet in every motor veeiand yet unimagined portable s, it

is becoming an essential ingredient in advanced services.

The work on Mbile IPv4 (MIPv4)envisionednany of the features and functioofsMobile IPv6

(MIPv6), but MIPv4 has never been practical on a large sddle.capabilities built into IPv6 make
widespread use dflIPv6 practical: plentiful endo-end addresses, security, optimized routing, increased
reliability, and more.Thus, it is expected thase ofmobility will increasewith IPv6.

The central issue Wi IP mobility is the same as with multihoming: disconnecting from one network and
reconnecting to another is easy; c¢changing | P addr
security associations, and streaming protocols running takee work. No surprisingly,MIPv4 and

MIPv6 have common elements, but mobility is inherently a difficult problemMIRY6 involves quite a

bit of sophisticated protocol design

4.4.1 MIPv6 Specification Overview
MIPv6 allows an IPv6 interface to disconnect and recorpigdically in an internet topology while

|l ogically retaining its fAhomeo | Pv6é address, so M
network while maintaining seamless connectivity. The primary document describing MIRKG is
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3775 Mobility Support in IPv§® but many other published RFCs and work still in progress support
MIPV6.

As one might expect, MIPv6 has its own terminology, a certain amount of which is essential for
understanding how it works. €hmost important terms are:

+ Mobile Node(MN). A node using MIPv6 to change its point of network attachment

+ Home Address (HoA). The permanent, routable unicast address of the MN

+ Homelink. The | ink on which the MNOG6sSs HoOA is defined
+ Foreign Link. Any link except the home link

+ Care-Of Address (CoA). A routable unicast address used by the MN on a foreign link

+ Correspondent Node(CN). A peer with which the MN is communicating

+ Home Agent(HA). A router on the MN6s Home LioAdd wi t h whi
which forwards traffic to and from the MN at its CoA

+ Binding. The association of a HoA and CoA for a given amount of time

+ Binding Cache (onHAorCN).A t abl e of other nodesd bindings a
+ Binding Update List (on MN). A MN 0 s of iHAaabd GN bindings

+ Route optimization. Direct communications between a MN and CN without involving a HA

As with SHIM6, MIPv6 solves the problems created by using IP addriesdssth identity and locatian

A MNbés identity i sisitsCsA. TFhe goalis o esthblishtaisd use bicdangs between
these securely and efficiently, and the first step is for a MN to set updBsered communications with

a HA. This may be done before leaving the home link. Fig&sldows the main coropents of

MIPV6.

3 REC 3775s currently being revised to include items like changes to IKE and IPsec, new work on bootsteampay,

update tohie IPv6 addressing architecturettie current version of the IETF Internet Drafipbility Support in IPv6Work
in Progress.
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Figure 4-2. The Main MIPv6 Components

To make this work, several functions must be provided, and these require underlying protocol elements.
The four new protocol elements added for MIRvé:

+ A new IPv6 Extension Header, the Mobility Hea@diH), with eight different message types. The
first four are used to set up bindings and the last four to run a security protocol called return
routability, which is described iBection 4.4.3.3below:

T Binding Update
T Binding Acknowledgement
T Binding Refresh Request
T Binding Error
T Home Test Init
T Home Test
T Careof Test Init
T Careof Test
+ Four new ICMPVv6 message types:
I Home Agent Address Discovery Request
T Home Agent Addess Discovery Reply

T Mobile Prefix Solicitation
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T Mobile Prefix Advertisemen

+ Two newtypes ofDestination Optiong&xtension Header calléle Home Address Option and
Alternate Careof-Address Option

+ A new Routing Header, Type 2

To get an idea of how theseeaused, consider the following examples:
A. A MN announces a new CoA

i A Binding Update (BU) and BindingpdateAcknowledgement (BUA#are exchanged
betweerthe MN andits HA and between the MN and each of@tss.

T The BU uses a Binding Update (Type 5) IPv6hility Header and the Home Address
Option. The BUA uses a Binding Update Acknowledgment (Tyde& Mobility
Headerand a Type 2 Routing Header.

B. A MN finds a HA
I The MN initiates thdynamic Home Agent Address Discovery (DHAAPotocol.

T To do this, theVIN sends anCMPv6 Home Agent Address Discovery Request to the
Mobile IPv6 HomeAgenb s anycast address (with which t
configured)for its home subngirefix. A HA returrs an ICMP/6 HomeAgent Address
Discovery Reply

C. A MN learns abouhome link renumbering

T A MN receives an unsolicited ICMP\Wobile Prefix Advertisement (MPAdicating
that renumbering is occurring.

D. A MN uses routeptimized communications between it and a CN:
I The MN sends normal traffic withldome Address Option
I TheCN sends normal traffic with dfv6 Type 2 Routing Header
E. A MN receives a Binding Refresh request from a CN:
i The CN sends a Binding Refresh Request (Typ

I The MN checks that the CN is in its Binding Update List andssReturn Routability
and a new BU.

F. A CN sends a Binding Error to a MN:

T A CN receives an unrecognized HoA and sends the MN a Binding Error with a Binding

Error (Type 7) MH, error status 1 for HAunkn
error.

T The MN cheks that the CN is in its Binding Update List; if it has indication that
communications with the CN are working, it ignores the message; otherwise it deletes the
binding and sends subsequent communications with the CN through the HA or
alternatively start®eturn Routability and a new BU.
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G. A MN includes an Alternate CoA in a BU:

T The BU contains a Home Test (Type 3) MH option to indicate a CoA different from the
source address (because of network topology or security, for example).

T The CN uses the Alterna@oA instead of the original CoA.

4.4.2 Differences from IPv4 Standards

MIPv4 is standardized iRFC 3344 MIPv4 and MIPv6 share much of the same motivation and have
somewhat similar designs, but MIPv6 provides enhanced seatrgamlined administrative protocols,

and greater efficiency. This is not an accident: the reason MIPv6 has so many advantages over MIPv4 is
that is uses the new features and capabilities found in IPv6 but not inIfRx&thas autoconfiguration,

globally unique addressing (without NAT), flexible extension headers, and mandatory TPsemuch

larger IPv6 address space makes MIPv6 easier to deplaye of the biggest differences are:

+ Route optimization is standavdth MIPv6, and it uses aenv appoach to securitgalled return
routability.

+ MIPvV6 does not use the MIPv4 |asbp foreign agent. The tunnel endpoint is built directly into the
MN, which also allows entb-end security.

+ MIPv6 does not havany new specialpurposeauthentication, authaation and accountingh@A )
support MIPv6 uses standard link layer and IP network access methods for AAA along with IPsec.
Using standard, already understood methods is always preferable.

+ MIPvV6 uses tweway tunneling, which works better with ingressdilhg.
+ MIPv6 has many security improvements.

MIPv4 and MIPv6 use different protocols. MIPv4 uses ICMP(v4) Router Discovery, Port 434 (UDP or
TCP), amd owmdme ecurity, whereas Mobile | Pv6 uses
Extension Headers, Digation Options, and IPsec.

4.4.3 Security Ramifications

For MIPv6, security has always been a primary design concern. A thorough approach to security requires
looking at all of the potential vulnerabilities and choosing appropriate measures to deal wititleem
designers of MIPv6aually useda securitythreat analysias the basis for thdesign MIPv6 security

starts with the base specificatidwsing IPsec to Protect Mobile IPv6 Signaling between Mobile Nodes

and Home Agent&RFC 3776, and extends into several other RFCs, primarily:

+ REC 4225Mobile IP version 6 Route Optimization Security Design Background
+ RFC 4285 Authenticaton Protocol for Mobile 1Pv6

+ REFC 4487Mobile IPv6 and Firewalls: Problem Statement

+ REC 4449Securing Mobile IPv6 Route Optimization Using a Static Shared Key
+ REC 4877Mobile IPv6 Operation with IKEv2 and the revised IPsec Architecture

+ RFC 4882IP Address Location Privacy and Maobile IPv6: Problem Statement
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The goals set by those specifying MIPv6 segurdve been to address the most serious security
vulnerabilities first, to use existing security methods where they fit and can be deployed easily, to avoid
introducing new vulnerabilities, and, as a last resort, to design new security methods wheagynecess

Attacksclearly exist if someone can forge or modify any of the main MIPv6 messages:

+ BU between MN and HA

+ BU between MN and CN

+ IPv6Routing and Mobility Headers

+ IPv6 Home Address andit&érnateCoA options

The most serious newulnerabilities introducg with MIPv6 involveBUs. Many of these can lead to
Denial of ServiceOS) of one type or another. It is possible targe the MNor to flood another host
BeyondDOS, attacks on these protocol messages may attempt connection hijacking, eavesdropping,
other variations of mam-the-middle or impersonation.

A forgedBU betweera MN andits HA may be sent by another legitimate MiNany other party. Such
an attack can be prevented i f the MN islyf@rced to
arranged through the ajoing relationship a MN has with its HA.

On the other hand, agus BU betweea MN and CNpresents a more challenging problem, because a

prior relationship between a MN and CN is less likely to exist, and in any case, pd#sigmers cannot

count on their having one. This attack can be useeldioect traffic betweeanypair of hosts For

example, supposilice is communicatingvithBob. Eve sends Bob a CBAJ st hkavte 6/l i C
address Alice does not have the mobileto make this woré Bob does not knowlt may be possible to

playthis attack ahead of time, so that it takes effdwn Alice and Bob communicate lateConversely,

this attack can be turned around intb@S attack against Eve.

BUs, however, i@ not the only vulnerability in MIPv6. Attacks orefix propagation and HAliscovery
are possible SpoofinganICMPv6 Mobile Prefix Solicitation (MPS)r Mobile Prefix Advertisement
(MPA) can breakHA-MN connectivity and merely @vesdroppingn thesemessages can reveal
addressing and topology informatiahout the Home ibk.

ThelCMPv6 Home Agent Discoverng sent tahe HA anycast address on the Home Liroth this and
theICMPv6 Home Agent Replgre wprotected

Other d@tacksinclude many deniabf-service opportunitiesor example:

+ Inducing extra Blswith bogus CNs. Although no satisfactory defense existge optimization is
optional and theradeoff is to risksutpptimal routing A MN can be selective about route
optimization

+ Preventingalegitimate BU from completing while sendiagpogus BU taa CN (where theattackelis
onthesame link ashevictim)

+ Reflection attacks wher eby the victimés address is forged
with replies

+ Replaying old routeoptimization BUs, especially if sequence numbers are unreliable because of
crashes or rollover
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+ Bypassing firewall egress filtering with a forged Home Address Option

The next three sections describe how security is provided between a MN and, first,arsdH#econd, a
CN. In summary:

+ Mobile IPv6 security is based on a security goal atideat analysis

+ Mobile IPv6 usesPsec where clearly practicahd has updated its specifications to use IKEv2 and
RFC 4301

+ Return routability was added as a practical method for securing route optimizations between a MN
and CN.

Unfortunately, many i mplementations of MIPv6 dono
so they are vulnerable to mamthe-middle attacks.IKEV2 is also not widely supported by these
implementations.

4431  Securing MN to HA Binding Updates

The pp priorityfor MIPv6 securityis stopping a forged BUGIiven the goal of usingxistingsecurity

systems wherever practicd#Psecwasthe logical choice A working relationship betweesaMN andits

HA naturally existsand IPsec has always been a mandatory part of IPv6. The latest version of IPsec
(REC 430) contains several improvements for securing communicabietwgeen a MN and its HA. In
addition to more efficient cryptographic transformations and the simplifications in IKEv2, selectors for
ICMPVv6 message types and the Mobility Header are now included, and the Peer Authorization Database
(PAD) can also be asion the HA. The HA uses thd®AD to specify how to authenticate the MN and tie

the MN's identity to its HOA to prevent attacks that impersonate a Rbec ESP in transport moise

used for

+ BU: MNA HA
+ BUA: HAA MN

TheMNO securityassociations mst usdts HoA in eitherthe $urce addresshe Home Address
Destination @tion, ora Type 2 Routing HeaderThe integrity transform (ESRULL) is required,
confidentiality is optional, andeplay detectiofs recommended dlynamic keyingIKEv1 or IKEV2) is
used. The following protocol elements are used:

BU Message

+ |Pv6 HeaderSource = CoAPestination = HA
+ Home Address OptiorAddress = HOA

+ ESP headetransport mode, authentication
+ Mobility header Alternate CoA Option = CoA

BU Acknowledgement

+ |Pv6 HeaderSource = HA Destination = CoA

+ Type 2 Routing HeadeAddress = HA
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+ ESP headetransport mode, authentication
+ Mobility header BU Acknowledgement Option

To uselPsecfor BUs and BUAs between a MN and itdA, both the MN and HA must have appriate
entries in their IPsec Security Policy Database (SPD) and Security Association Database (SAD). The
following examples show how to do this with Transport MoB&C 487 7contains examples using

Tunnel Mode.

MN SPD.

+ SPD in: Use SA1 forSource = HA Destination = HoAProtocol = Mobility Header
+ SPD out: Use SA2 folSource = HoADestination = HA Protocol = Mobility Header
MN SAD:

+ SA1 (IN, SPI, ESP, TRANSPORT): Source = H2estination = HoAProtocol = MobilityHeader
+ SA2 (OUT, SPI, ESP, TRANSPORT9ource = HADestination = HoAProtocol = Mobility Header
HA SPD:

+ SPD in: Use SA1 forSource = HoADestination = HA Protocol = Mobility Header
+ SPD out: Use SA2 folSource = HA Destination = HoAProtocol = Moblity Header
HA SAD:

+ SA1 (IN, SPI, ESP, TRANSPORT): Source = HdXestination = HA Protocol = Mobility Header
+ SA2 (OUT, SPI, ESP, TRANSPORTJpurce = HoADestination = HA Protocol = Mobility Header

Sdting up seurity associatiols (SAs)with IKEv1 or IKEV2 is gtional, but necessary fenablingreplay
detection It maybe done wittpublic keys or preshared secretdVith IKEv1 andpre-shared secrets,
aggressive mode must be used in Phas@rie annot use the source address of the MN, which is the
COA, to selecthe preshared secret (there is no identity hiding in aggressive mode), anildylgi, one
cannot use ID_IPV6_ADDR in Phasgesb the recommendation is teaa Fully Qualified Domain Name
(FQDN) in Phase 1 antthe HoOA in Phas@. TheHA mug verify the relationship between these. Thus,
theHoA cannot be dynamically assigneHow the HA does this is not specified, but it could be done
with DNSSEC, X.509, or Cryptographically Generated AddreSdesgeneral problem of configuring
MIPvV6 is cefined inRFC 4640 Problem Statement for Bootstrapping Mobile IPv6 (MIPVEgure 43
illustrates the IKEv1 identifiers used between a MN and its HA.
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MN HA
Phase 1: ID = mobile1.home.net
o
Phase 1: ID = home.net
-}
Phase 2: ID =ID_IPV6_ADRR HoA
-
Phase 2: ID = ID_IPV6_ADRR HA
<

Figure 4-3. IKEv1 Identifiers used between a MN and its HA

RFC 4877specifies the entire IKEv2 exchangeigure 44 shows the IKEv2 Identifiers used between a
MN and its HA.

MN HA
HDR, SAi1, KEi, Ni
B
HDR, SAr1, KEr, Nr, [CERTREQ]
-
HDR, SK {IDi, [CERT,][CERTREQ,]
[IDr,] AUTH, SAi2, TSi, TSr} .

HDR, SK {IDr, [CERT,] AUTH, SAr2, TSi, TSr}
-4

Figure 4-4. IKEv2 identifiers used between a MN and its HA

The MNinsertsits identity(e.g.,its HOA or FQDN) in thelDi payload in the third messagehich is
encrypted and authenticate@ihe HoA and traffic selectors for protecting BUs and BUAs are ieclud
the TSi(traffic selectod initiator). The MN or HA can then send CREATE_CHILD_SA exchanges to
protect other traffic. Again, the MN uses its HOA in &l

4-20



GUIDELINES FOR THE SECURE DEPLOYMENT OF IPV6

4.43.2  Securing Other MN to HA Traffic

Onceanl|PsecSA is established between a MN andHt& for BUs andBUAS, it can be used for other
protocol elements:

+ ICMPvV6 between the M and MN for MPS and MPAprefix discovery and fobHAAD
+ The eturn routability messagétome Test Init and Home Te@eeSection 4.4.3.8
+ User traffic (eventhing els¢

At this point, the scurityassociations at the Miclude bur sets of ESP SPD afd\D entries to and
from the HA. All must use the ESP data authentication (integrity) service. Confidentiality may be used if
needed. The fawsets of entries are:

+ Transport mode for Mobility Heters for BU and BUA with the HA

+ Transport mode for ICMPv6 for home network prefix discovery

+ Tunnel mode for Mobility Headers for return routability messages to andaffoih
+ Optionaly, tunnel mode foall other traffic

4.4.3.3  Securing MN to CN Communications

A MN needs to exchange a BU and BUA with a CN to establish route optimization. The major threats
are that a CNyets a forged Blor a CNprocesses forgedHome Address OptionThe original drafts
recommended using IPsec, but it was decided that sufficient infrastructure for IPsec authentication did not
exist to make this widely deployable, and a new security protocol ceti@h routabilitywas invented

to authenticate and share a key (caléxin) betveen a MN and CN. The idea was to make sure the MN

can receive messagesthdirectly from the CN over its optimized rowedindirectly over its IPsec

connection with its HA. Return routability works as follows: the MN sends the CNdZdrest Init anl

Home Test Init over these two paths, respectively. These paths are illustrated in fsgure 4
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Nonce Tabl
index, nonce

——| = |
I

. —

.
Home Agent @ 4 1. Home Test Init Kcn
(Home Init Cookie) Corﬁtpondem
Optimized
Rout:
Mobile Host 7 2. Care-of Test Init
(Care-of Init Cookie)

Figure 4-5. Return Routabilityd Init Messages

Note that route optimization is optional for both parties. N Mways has a tradeoff between optimal
packet forwarding and location privacy, and a CN mgapre BUs(when it suspects an attack, for

example).

The CN can now compute and return Keygen Tokens for each path:

+ Home Keygen Token Eirst(64, HMAC_SHA1Kcn, (Home Address, HOA Nonce, §))

+ Careof Keygen Token First(64, HMAC_SHA1Kcn, (Careof Address, CoA Nonce, 1))

The CN sends these back and forgets them so as to avoid aalesgalice attack. &ter, when
addresses and nonce indices are retuihedy reecomputethese and:

+ Kbm = SHA1(Home Keygen Token, Cané Keygen Token)

TheCN does not allocate Binding Cacsterageuntil authentication completeg-igure 46 illustratesthe

Keygen replies.
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Correspondent
Host

—

5
Home Agent 3. Home Test
{Home Init Cookie,
Home Keygen Token,
Home Nonce Index)
4. Care-of Test
(Care-of Init Cookie,
Care-of Keygen Token,
Mobile Hast | | Care-of Nonce Index)

Figure 4-6. Return Routabilityd Keygen Replies

TheMN now computeghe following and sends the BU

+ Kbm = SHA1(Home Keygen Token, CanéKeygen Token)
+ Binding Update Messageuthentication CodeBU MAC) =

First(96, HMAGSHA1(Kbm (Careof Address | CN addres8U*)))

+ BU = (Home Address Option, BU MAGgquence maber,
Home Address Nonce IndeRareof Address Nonce Index)

Figure 47 illustratesthe BU and BUA path.
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Correspondent
Host
) e

Home Agent;,

Nonce Table

6. Binding Acknowledgement
(Type 2 Routing Header,

Mabile Hast | MAC, Sequence Number)

Figure 4-7. Reverse Routabilityd BU and BUA Protected with Kbm

Now, over the optimized route, the MN sends normal traffic with the Home Address Option, and the CN
sends normal traffic with a Type 2 Routing Header.

To prevent various abusesstrictionsexiston using theHome Address Optioand Type ZRouting
Header. For the former, the rules are:

+ Only oneHome Address Optiois allowedper packetit must not be altered en royiemust contain
a routable, unicast address, andiistmot cause changestirerouting or binding cache

+ A BU ata CNmust be authenticated withKbn establishedvith return routability
+ A BU ata HA must be authenticated with transport mode ESP
+ All other casesnust correspond to an entry in the binding cache

The rules foflType 2 Routing Headsrare:

+ Only onetype 2 rauting header is alloweper packetand it may aly haveone segment remaining

+ TheHoA intheType 2 Routing Header cannot have smaller scopetttedDoA in the destinationit
must be routable and unicaahd itmust be the correct one for the MN

In summary an dtacker has to intercept two messages sent along diffeaém to geKbm Perhaps the
greatestdanger of thisism t h e MN 6, but heRsaclwithl encrytion protextne Home
Keygen Token in the Home Test (message 3)

RFC 444%describes an efficient alternative to return routability, whereby the MN and CN have pre

shared &cnand nonces, and both can comgtendirectly. This may be useful, for example, when the
MN accesses servers a ftome site. The CN needs to trust the MN not to use itshared data to
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launchDOSattacks. Also, the IETF is working on a draft specificatidsing IPsec between Mobile and
Correspondent IPv6 Nodgelor using IPsec where it is suitable or desirablsecure BUs and other
communications between a MN and CN.

4.43.4  Other Security Considerations for MIPv6

This section briefly coverseverakopics that do not fit into the above sections: an alternative to IPsec for
MN-HA security proposed by the Third Geaton Partnership Project (3GPP2), issues with making
mobility and firewalls work togethesgcurity protection for the HAand a discussion of location

H 34
privacy.

+ Some designers of 3GPP2 networks consider including IPsec in handsets too ditfcmiid285
Protocol for Mobile IPvGAuthentication describes a sharégy, lightweight alternative to IPsec for
securing communications between a MN and its HA designed specifically for 3GPP2 networks. The
IETF hasconsidered this document informational, not standards track, and it has not been
recommended for use in other environments.

However, additional questions have been raised about the suitability of IPsec for securing MIPv6, and
a standardsrack alternatie has been proposBdThe reasons given for supporting the
standardization of alternatives to IPsec are:

1. Software complexityBecause IPsec is implemented in the operating system and no
convenient application programming interface exists, it is difficula third party to
implement MIPv6 on a system supporting IPsec and IKEv2.

2. NAT traversal The need to run MIPv6 on dual stack IRP46 systemgRFC 555% across
an IPv4 network address translation (NAT) compomeqtires UDP encapsulation and
makes running IKEv2 and IPsec more complicated.

3. Dynamic HoA assignmeritnless this is built into the IKEv2 processing, securely
configuring a dynamic address leads to a chiekathegg problem. Using this capability
within IKEv2 requires communicating the home prefix to IKEv2.

4. Scalability The number of security associations a HA must support may exceed its capacity.
5. Availability: Some IPv6 platforms may not have IPsec and IKEv2.

6. Communications overheadhe total overhahfor IKEv2 and ESP exceeds that of other
security solutions.

While these opinions, taken in total, may have some merit, they are controversial. Nevertheless, it is
likely that at least one alternative to IPsec will proceed along the IETF standard# isackclear
what all of the details will look like and what the time frame for completing this work will be.

+ Many IPv6 firewalls are not compatible with MIPv6&ince many MIPv6 messages are encapsulated,
most firewalls andntrusionPreventiorSystemsIPSg cannot parse these messages accurately.
Current firewal!l policy configuration rules don¢
external and internal (tunneled) packet contents before allowing or blocking the traffic. More

34 For a discussion of other securitytiss including attacks by a legitimate but misbehaving MN that creates routing loops or

tries to bypass ingress filtering, see the expired IETF Internet Modfiie IPv6 Reislual Threats
See the current version of the IETF Internet Dibffnsport Layer Securitased Mobile IPv6 Security Framework for
Mobile Node to Home Agent Communicafiévork in Progress

35
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sophisticatedirewall policies (AND/OR/NOT logic rules in place of the current firstch
approach) are needed to accomplish these goals.

RFC 4487 Mobile IPv6 and Firewalls: Problem Statemgobnsiders four cases:

T The MN is ina network protected by firewallsthe MN needs to be able to get IPsec ESP
packets through the firewall for BUs and Home Test Init messages. The firewall also has to
understand these protocols and allow appropriate responses (BUA and Home Test)teTDiie Ca
Test Init and reply also must be allowed through. If the MN moves from a network protected by
one firewall to a network protected by another, the firewalls need to retain state jointly.

T The CNis in a network protected by firewallBhe firewall neds to understand inbound Home
Test Init and Caref Test Init messages, so that these are not dropped. The firewall has no way
to examine a BU, distinguish legitimate instances from an attack, and update its state accordingly.

T The HAis in a network pretted by firewalls:The firewalls need to handle ESP and unsolicited
incoming connections. Movement by the MN may result in traffic arriving at the HA through a
different firewall from before, so stateful firewalls need to maintain this state jointly.

T The MN moves into a network protected by firewaR#:st,the BU with the HAhas to get
through. Then, existing connections, which haveprior state need to continue. Finally, return
routability with CNs needs to work

It is unclear how the combinepbals of accommodating these cases and still repelling attacks will be
satisfied, so more work on this topic is needed.

+ The HA is likely to reside on a DMZ or a perimeter network, where it is exposed to the Internet. If
this is the case, the HA itself neetthe appropriate level of security controls.

+ Many privacy issues exist at all protocol laydrem MAC addresses to applicatitayers RFC
4882 IP Address Location Privacy and Mobile IPv6: Problem Stateneenisides onlylocation
privacy with MIPv6, and only the IP layer. Two issues are identiflestlosure o M NHOAsto
eavesdroppers and disclosure of its CoA to CNs. A solution to the former is to use confidentiality
with ESP and not to use route optimizatioA solution to the latter is not to use route optimization.

The major threat to mobile communications is the ability of a nearby attacker to eavesdrop on these
messages. Since mobility implies wireless communications, it is likely that the MN willdreiosecure

wireless access medium and, thus, subject to eavesdropping by an attacker. This is what makes the use of
IPsec, or an equally secure alternafieg). encryption at thapplication layer such &SUTLS [Secure

Sockets Layer/Transport Layerceeity], SSH[Secure Shell]etc.) such a critical requirement.

4.4.4 Unknown Aspects

MIPV6 is a flexible yet complex capability. Some aspects of the specification are not yet complete and
not all implementations support mobility yet. This secti@hlights some considerations for minimizing
unknown or unforeseen behaviors on networks using MIPv6. Emerging topics siadisisapping

dual stack operatiomndreliability are covered.

A mobile node needs a HoA, a HA address, and a security associatiots Wifh Statically

provisioning this information can be administratively expensive, so work has started on obtaining it
automatically through a process called bootstrappifariations exist in types of service providers and
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